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Anomaly detection, or outlier detection, refers to identifying rare or abnormal instances
or patterns within a dataset that deviate significantly from the expected or normal
behaviour. Various methods have been proposed, but most assume that their training
datasets take full, complete integrity. However, the innocent integrity of data is not easy
to maintain in reality. Existing anomaly detection methods generally see given data as
a single class and learn features that can represent it well, but this approach is very
vulnerable to data contamination. This paper proposes a Normality-Calibrated
Autoencoder (NCAE), which can boost anomaly detection performance on the
contaminated datasets without any prior information or explicit abnormal samples in
the training phase. The NCAE adversarially generates highly confident normal samples
from a latent space with low entropy and leverages them to predict abnormal samples
in a training dataset. NCAE is trained to minimise reconstruction errors in
uncontaminated samples and maximise reconstruction errors in contaminated
samples. The experimental results demonstrate that our method outperforms shallow,
hybrid, and deep methods for unsupervised anomaly detection and achieves
comparable performance compared with semi-supervised methods using labelled
anomaly samples in the training phase.
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Cover Letter

Departments of Applied Mathematics and Theoretical Physics
Centre for Mathematical Sciences, ¢ Wilberforce Rd, Cambridge, CB3
OWA e United Kingdom

Dear reviewers and associated editors,

We resubmit the manuscript entitled “Normality-Calibrated Autoencoder for Unsupervised Anomaly De-
tection on Data Contamination” (NEUCOM-D-23-06700) for reconsideration by Pattern Recognition Let-
ters.

We would like to thank you for your time and effort in reviewing our manuscript and for the opportunity
to revise our manuscript. The constructive suggestions and thoughtful review comments have helped us
significantly enhance the manuscript’s quality.

We have revised our manuscript according to all of the reviewers’ comments. Our responses to all reviewers’
comments are attached as a separate file. The revisions in the manuscript are highlighted in blue, and the
revised manuscript without highlights is also attached.

All the authors have read and approved the revised manuscript. We hope that our resubmission is now
suitable for inclusion in Pattern Recognition Letters, and we look forward to hearing from you.

Warmest Regards,
Jongmin Yu



Abstract

Graphical Abstract

Normality-Calibrated Autoencoder for Unsupervised Anomaly Detection on
Data Contamination

Jongmin Yu, Minkyung Kim, Junsik Kim, Hyeontaek Oh

Using the generated data using a noise sampled from centre of gaussian distribution (Red
distribution), we compute the normality-calibrated reconstruction (NCR) loss.
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Using adversarial learning, we align the latent feature distribution into a known probabilistic model
such as Gaussian distribution




Highlights (for review)

Highlights

Normality-Calibrated Autoencoder for Unsupervised Anomaly Detection on
Data Contamination

Jongmin Yu, Minkyung Kim, Junsik Kim, Hyeontaek Oh

* This paper proposes a Normality-calibrated autoencoder (NCAE). A new
AD method is robust to data contamination without any prior knowledge
about the data contamination.

» This paper presents generative adversarial learning for identifying contami-
nated data and a joint learning scheme for the NCAE. We propose adversarial
learning to generate a high-confidence normal data sample and apply it to
find contaminated data during the model training. Moreover, we propose an
algorithm that efficiently optimises the proposed joint learning models for
the NCAE.

* This paper provides comprehensive experimental results of AD on data
contamination. We provide various ablation studies and performance com-
parisons with existing SOTA AD methods on data contamination.



Revision Notes

Dear Editor-in-Chief,

We would like to thank all the editor and reviewers for their efforts in reviewing this manuscript. The manuscript has
been revised according to all of the reviewers’ comments. The reviewers’ comments are shown in the boxes below,
followed by their responses.

Response to Editor

E1: Reviewers’ report has been received on the paper. These reports and the manuscript have been inspected,
and we concur with the reported issues. While the reviewers find this paper interesting, severe concerns about
the presentation clarity, lit review, and experiments have also been raised. All the review questions should
be well addressed if a resubmission is planned. Please carefully revise it throughout and pay attention to the
posed concerns. If these concerns and comments are not addressed thoroughly and carefully, it may halt the
review process for your paper in this journal and result in its dismissal. Two review comments have been
received for this manuscript.

Response: Thanks for the review comments and all the effort that the two reviewers and editor spent on this paper.
We reviewed all comments very carefully and revised our manuscript. We tried to answer all of the review comments.
Our answers to the reviewer’s comments are described on the next pages. We tried to improve the language quality
of our paper. Also, we conducted additional experiments using new datasets and new evaluation metrics. We believe
that those efforts improve the quality of our paper significantly.

E2: This document will benefit significantly if the authors share some demo code in a public repository or on
the web to help readers adopt the proposed method.

Response: We are currently in the process of patenting this work. Since there are some information security issues,
we can not share the full source codes of this work. However, we are considering releasing the source code after it is
accepted. The address of the source code repository will be added to the final version of this paper if it is accepted
for publication.

E3: The authors must improve the linguistic quality of their manuscript; upon screening the manuscript,
there are still a few language issues. This is highly important to ensure a proper understanding of your
manuscript.

Response: Thanks for the review comments. The second reviewer also pointed out this linguistic issue. We
acknowledge that our paper has multiple typos and grammatical errors. Also, we found out that our paper contains
several duplicated and redundant contexts, which can cause misleading problems for the readers. During the revision
process, we tried to revise the typos and grammatical errors and improve the readability of our manuscript. We
believe that the current version of the paper is much more improved compared with the previous paper.

E4: Please ensure that there is a section (CreDiT) outlining the specific contributions made by each author.

Response: We do apologise that we did not attach the document to explain the contribution of each author. We
submitted the document this time.




Response to Reviewer 1

R1-1: This manuscript presents a method to conduct unsupervised anomaly detection with contaminated
training data. The topic is currently attracting much attention in the area of anomaly detection. The

proposed method is generally reasonable.

Response: Thanks for the comments. Anomaly detection with contaminated training data is a very practical topic,
so it can not be denied that developing robust data contamination anomaly detection methods is essential for various
industries. We appreciate that the reviewer acknowledges your effort on this topic.

R1-2: The Graphical Abstract should be improved to highlight the main idea of the proposed method.

Response: Thanks for the review comments about the graphical abstract. We overlooked the importance of the
graphical abstract, so we just copied and pasted an illustration on our manuscript. To provide clarified but easy-
to-understand graphical information, we have revised the graphical abstract. We also included some explanations
about the illustration. The newly updated graphical abstract is as follows:

Using the generated data using a noise sampled from centre of gaussian distribution (Red
distribution), we compute the normality-calibrated reconstruction (NCR) loss.
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Known distribution

Using adversarial learning, we align the latent feature distribution into a known probabilistic model
such as Gaussian distribution

R1-3: (para 4 of the introduction section ) the motivation could be enhanced by extending the analysis and
discussion of related works, such as training data augmentation (not limited to those with self-supervised)

Response: Thanks for the comments. We acknowledge that the current description of our motivation is not clear
enough. In particular, when we state the motivation, we only analyse the self-supervised methods (finding some
contaminated data using some geometric or probabilistic assumption). We enhance the description of our motivation
by using analytical methodologies and other AD methods. We have revised some paragraphs in the introduction and
the related work sections. You can find our revision from the 3rd paragraph of the introduction section. The revised

paragraphs are as follows:




However, it is a more reasonable and practical hypothesis that the contamination ratio cannot be usually estimated.
Also, for the semi-supervised approaches [1, 2, 3, 4], we cannot guarantee that the prepared abnormal data will cover
all other unobserved data anomalies. Moreover, even if we successfully find out the contamination ratio of a particular
domain or we finally find some specific abnormal data which can cover all other data anomalies for the domain, they
can only be applied to derive AD models in that particular domain, not others. Consequently, developing more
generalised solutions for AD robust to contaminated datasets is still very challenging but important.

To address this issue, AD methods based on contamination sample prediction using geometric distance measure-
ments [5, 6, 7] have been proposed. These methods assume that contaminated data is always distributed far away
from the data distribution’s centre or in the highest entropy space. Then, the methods sorted the contaminated data
in ascending or descending order by distance from the centre of the data distribution or by entropy, and they filtered
out data that was contaminated by a specific percentage [5, 6, 7]. However, as shown in Fig. 1, if a training dataset
is highly contaminated (like over 10% of data samples on a dataset), the contaminated samples can also form a low
entropy space by themselves. As a result, the development of an AD method which does not require prior informa-
tion about data anomalies and also does not take strong geometric assumptions in finding contaminated samples is
essential.

Not only the above paragraphs, but we have also added additional descriptions to clarify our motivation for the
related work section (Section 2).

R1-4: How is the entropy of each sample calculated in fig.1?

Response: Thanks for the comments. Previously, we did not explain how to compute entropy. We acknowledge
that it can mislead the readers and cause misunderstanding about our methods. We estimate the entropy of each
sample using the probability computed based on kernel density estimation (KDE). We have added an explanation
about how we compute the entropy to the caption in Fig. 1. The newly added description is as follows:

The entropy of each sample is computed using the probability estimated by the kernel density estimation (KDE).

R1-5: For the architectural of the proposed NCAE, how is it different with current variants of AE(such as
denoising AE, e.t.c.)

Response: Thanks for the comments. The architectural details of the proposed NCAE, particularly the autoencoder
parts (the encoder and decoder), are the same as the normal AE. We add an additional discriminator to apply
adversarial learning in training the normality-calibrated autoencoder. This structural difference is represented in
Fig. 2. However, we acknowledge that the contents of the current paper may not be enough to provide a clarified
description of the architectural details of the NCAE. We have added an explanation of the architectural details of
the proposed NCAE to the 6th paragraph of the introduction section. The newly added explanations are as follows:

Fig.2 shows the architectural difference between an autoencoder (AE) and the proposed NCAE. The NCAE has a
structure that combines an AE and a discriminator for applying adversarial learning. Data is compressed into low-
dimensional latent features through the encoder, and the distribution of these latent features is induced into a specific
data distribution through adversarial learning (See Laqn in Fig. 2(b)). This process reduces the uncertainty of the
data distribution and minimises the blind spot [8] on the latent feature space. Based on the decoder part of the AE and
the specific data distribution used for adversarial learning, samples of the region with the highest probability (a.k.a.
the lowest entropy) are generated. The generated samples are used to distinguish normal samples from contaminated
samples. After identifying the contaminated samples, NCAE calibrates the normality of an AD model by mazimising
the reconstruction error of the found samples.



R1-6: for formula 8, there should be a couple of hyper-paras in it (might be 4 hyper-paras). What is their
influence to the detection performance?

Response: Thanks for the comments. We only have two hyper-parameters ¢ and 7 involved in learning the NCAE.
The other parameter is the threshold g for identifying data anomalies (Eq. 9). We provide ablation studies to monitor
the performance trends depending on the values of those hyper-parameters in Section 5. However, we acknowledge
that the current description of equation 8 may be misleading, so we have provided a more detailed explanation of
equation 8 under the equation. The newly added contents are as follows:

The objective function for joint learning of the entire components of our method is as follows:

min max ooy llz —go F@)? 4 Eonp o llz — 2|
(@)

+ BN (uz,14)[10g Di(w)] + Egxn py [log (1 — Di(f()))]
(b)
+ Esnpy[l0g Ds(2)] + Ewr Nz o1,y log(1 = Ds(g(w"))],
(c)

where Dy and D, define the discriminators for the latent features and samples, respectively. T’ is a prototype of
the generated high-confident normal samples g(&) = &. It is defined by averaging the generated samples as follows:
T =By og(N(pz,o1,))(£). pz and Ig denote the averaged latent features and their covariance matriz represented by
an identity matriz. w indicates noise signals sampled from the Gaussian distribution N(uz,1).

R1-7: The related work is not adequately investigated, including those anomaly detection methods in the
unsupervised /semi-supervised. Some direct related work should be discussed and compared, such as ‘Feature
Encoding with AutoEncoders for Weakly-supervised Anomaly Detection, IEEE Transactions on Neural Net-
works and Learning Systems, 2022, 33(6): 2454 - 2465.” and ‘FedTADBench: Federated Time-Series Anomaly
Detection Benchmark, IEEE International Conference on High Performance Computing & Communications
(HPCC),2022 Unsupervised Deep Learning for IoT Time Series, IEEE Internet of Things Journal, 2023.’

Response: We appreciate that the reviewers recommended several great related studies. As the reviewer commented,
we found out that the current related work section does not provide enough background information for the AD
literature. We have conducted additional investigations and added more comprehensive knowledge about AD studies.
Not only the studies reviewer mentioned, but we also found several recent studies [9, 10, 11, 12] related to our works
and added those into the related work section. The related work has been rewritten to consider the newly added
studies.

R1-8: For formula 9, it seems that beta is hard to determined

Response: Thanks for the comments. The § is the threshold and should be decided manually to distinguish whether
a given data x is abnormal or not. The AD approach using a manually decided threshold is a common decision process
for unsupervised AD because it assumes that data anomalies can not be provided during the training process. The
bigger 8, the more comprehensive abnormality will be detected. The smaller 3, the more precise detection results
(less false positives) will be provided. The current description can not provide an understanding of those natural
unsupervised AD processes using the threshold. To provide a more clarified description, we have added the following
explanation to the last paragraph of section 3.3, as follows:

The AD detection performance depends on the value of B. When B is too small, the AD results will be more precise,
but they will be too specific, and many anomalies will be ignored. Hence, if the B is too large, many anomalies will
be detected, but it contains many false positives. In other words, The bigger 3, the more comprehensive abnormality
will be detected. The smaller B, the more precise detection results (less false positives) will be provided. Considering



Table 1: Performance comparison on unsupervised anomaly detection in terms of various contamination ratios p.
The AUC value is used to evaluate the performance. MNIST, Fashion-MNIST, and CIFAR-10 datasets are used for
the comparison. The bolded figures indicate the best performances.

Dataset P OC-SVM IF KDE CAE Deep SVDD SSAD SS-DGM  Deep SAD  Classification DAGMM  LatentOut NCAE

.00 96.0£2.9 85.44£8.7  95.0£3.3  92.945.7 92.8+4.9 97.9+1.8  92.245.6 96.7+£2.4 94.5+4.6 91.7£6.2 96.5£3.2 94.0£4.2
.01 94.3£39 85.248.8  91.24+49  91.3%6.1 92.1+£5.1 96.6£2.4  92.0£6.0 95.5+3.3 91.5+5.9 90.44+5.2 93.9+4.8 97.242.8
MNIST .05 914452 83.9+9.2  85.5£7.1 87.2£7.1 89.4+5.8 93.4+34  91.0£6.9 93.5+4.1 86.7+7.4 88.5+9.2 86.4£7.2  95.0+4.9
.10 88.8£6.0 82.3£9.5  82.1£8.5  83.7£8.4 86.5£6.8 90.7£4.4  89.7£7.5 91.2+4.9 83.6£8.2 84.2+6.2 81.6£8.3  92.6+5.7
20 84.1£7.6 78.7£10.5 77.44+10.9 78.6+10.3 81.5+8.4 87.4+£5.6  87.4%8.6 86.6+6.6 79.7+£9.4 81.5+7.3 73.7£9.3  89.8+7.4

.00 92.8+4.7 91.6+£5.5  92.0£4.9  90.245.8 89.2+6.2 94.0+4.4 71.4+£12.7  90.5£6.5 76.8+£13.2 87.6£7.2 91.2+6.2 91.5+8.3
.01 91.7£5.0 91.5+5.5  89.4+6.3  87.1£7.3 86.3+6.3 92.2+4.9 71.2+14.3  87.247.1 67.3£8.1 81.5+5.5 86.2£7.6 94.5+4.7
F-MNIST .05 90.7£5.5 90.9£5.9  85.24+9.1  81.64+9.6 80.6£7.1 88.3£6.2 71.9%14.3  81.5+8.5 59.8+4.6 74.1£9.3 84.2+£6.3  92.447.2
.10 89.5+6.1  90.2+6.3  81.8+11.2 77.4+11.1 76.2+7.3 85.6£7.0 72.54+15.5  78.249.1 56.7+4.1 69.2+5.2 67.3£5.2  91.5+5.7
20 86.3+7.7 88.4+7.6 77.4+£13.6 72.5+12.6 69.3+6.3 81.9+8.1 70.8416.0  74.8+9.4 53.9£2.9 65.2+11.4 61.3£12.7 88.949.2

.00 63.8+49.0 59.9+6.7 56.1+10.2 56.2+13.2 60.9+9.4 73.3£84  50.8+4.7 T7.9+7.2 63.5£8.0 78.2£7.3 75.4+5.2 73.2£7.3
.01 63.8£9.3 59.9+£6.7 56.3+£10.4 56.2£13.1 60.5£9.4 72.8+£8.1  51.1%+4.7 76.5£7.2 72.9£7.3 66.2£7.2 74.2+46.2  79.3+3.9
CIFAR-10 .05 62.6+9.2 59.6+£6.4 55.6£10.5 55.7+13.3 59.6+9.8 71.5+£8.2  50.1+2.9 74.0+6.9 62.2+8.2 69.3+6.4 71.0+£6.8  78.2+3.2
100 62.948.2  59.1+£6.6  54.9£11.1 554+13.3  58.64+10.0 69.8+84  50.5+3.6 71.8£7.0 60.6+8.3 64.2+10.2  69.249.7 76.7+5.4
20 61.9£8.1  58.3+6.2 54.24+11.1 54.6x13.3  57.0£10.6 67.9£8.1  50.1£1.7 68.5£7.1 58.5£6.7 58.245.2 66.2£8.2  71.1+6.2

this evaluation property, we provide the evaluation metric by observing the performance trend regarding the threshold
value change instead of the AD performance at a single point. More detailed information is provided in Section 5.

R1-9: for the experiment setting, the reviewer suggest to refer Feature Encoding with AutoEncoders for
Weakly-supervised Anomaly Detection, IEEE Transactions on Neural Networks and Learning Systems, 2022,
33(6): 2454 - 2465.

’ Response: Thanks for suggesting new work. We have cited the mentioned work for the experiment setting section.

R1-10: the datasets used in the experiments are a little weak. More datasets are strongly suggested.

Response: Thanks for the review comments. We use two additional datasets from OODs and also employ CIFAR-10
datasets. For the OODs, we employ the ‘Shuttle’ and ‘Mammography’ datasets. In particular, the CIFAR-10 dataset
has 60,000 32x32 colour images in 10 classes, with 6,000 images per class. There are 50000 training images and
10000 test images. The dataset is divided into five training batches and one test batch, each with 10000 images. We
have conducted additional unsupervised AD experiments using the above dataset and updated the tables. Also, as
the tables have been updated, we have added analysis of the updated results. The updated tables using additional
datasets and the corresponding analysis are as follows:

Table 1 shows the quantitative performance comparison depending on the contamination ratio p. In the compar-
ison using the MNIST dataset, the proposed NCAE achieves the best performances except when the dataset is not
contaminated (p = 0.0). Even compared with semi-supervised approaches (SSAD and Deep SVDD) [4, 13], which use
explicit anomaly samples in the training phase, the NCAFE shows outstanding performances. This trend is also shown
in the performance comparison using the Fashion-MNIST and CIFAR-10 datasets. The NCAE produces the AUC of
94.5 and 88.9 for the Fashion-MNIST dataset with 1% and 20% contamination ratios, respectively. Also, it achieves
the AUC of 79.8 and 71.1 for the CIFAR-10 dataset with 1% and 20% contamination ratios, respectively. Those
figures perform best among the listed methods when a dataset is contaminated. Compared with other methods, which
degrade their performance significantly when the contamination ratio is increased, the NCAE AD performances are
relatively robust to the contamination ratios.



Table 2: Performance comparison using AUC-ROC values on unsupervised anomaly detection using ODDs. The
bolded figures indicate the best performances.

Dataset Satellite Cardio Thyroid  Satimage-2 ~ Shuttle = Mammography
OC-SVM 95.1£0.2  98.5+0.3  98.3+£0.9 99.440.8 99.4+0.9 71.449.7
IF 94.240.2  91.4+1.1 95.240.3 99.2+1.2 93.4+0.9 91.4+3.6
KDE 66.7+5.8  99.6£1.7  91.6%+2.3 99.5£0.2 87.2+7.4 67.2+12.5
DeepSVDD 79.8+4.1 84.8+3.6 72.0+9.7 98.3+1.4 98.7+£0.2 97.4+0.5
SSAD 96.2+0.3 98.8+0.3 97.9+1.9 99.9+0.1 98.94+0.4 92.6+2.4
SS-DGM 95.7+0.1 95.2+1.3 95.8+0.7 99.24+0.2 97.5+0.4 96.4+2.3
AE 73.5+£9.4  89.6+6.7  95.4+£2.7 99.1+1.7 95.6£0.7 82.7+9.4
Deep SAD 91.5+1.1 95.0+£1.6 98.6+0.9 99.9£0.1 99.34+0.1 93.0£0.5
Classification  87.2+2.1 83.249.6 97.8+2.6 99.94+0.1 98.3+0.2 79.5+15.8
DAGMM 73.94+3.1 88.543.3 96.41+0.7 99.74+0.2 99.040.2 75.94+7.9
LatentOut 92.440.5  99.0£0.1 98.1+0.3 99.84+0.1 99.7+£0.1 94.2+0.7
NCAE 97.3+0.2 99.2+0.2 98.5+0.1 99.9+£0.1 99.9+0.1 98.7+0.2

R1-11: the compared methods seems to be weak

Response: We investigated recent unsupervised AD methods and found two benchmarks: DAGMM [14] and La-
tentOut [15]. We have conducted additional experimental results and put the results in Table 2, Table 3, and the
new Table 4 (Table for AUC-PR). Also, we provide additional analysis for the experimental results corresponding to
those new methods. Section 6 has been updated to reflect the updated experimental results. We believe that those
efforts improve our paper.

R1-12: Both AUC-ROC and AUC-PR should be used in the performance evaluation

Response: Thanks for the review comments. We employed the AUC-ROC, because it is the most commonly
used evaluation metric to evaluate the performance of unsupervised AD and outlier detection studies. However,
as the reviewer mentioned, we acknowledge that we should provide more diverse evaluation metrics to provide a
comprehensive and deep insight into our work. As a result, based on the ODDs, we have conducted additional
experiments to measure the AUC-PR. Table 4 contains the experimental results. Also, since Table 4 has been
updated, We have added an additional description for it to the 3rd paragraph of section 6.2. The updated contents
are as follows:

Table 3: Performance comparison using AUC-PR values on unsupervised anomaly detection using ODDs. The
bolded figures indicate the best performances.

Dataset Satellite Cardio Thyroid  Satimage-2 Shuttle Mammography
OC-SVM 72.5+5.6 82.6+6.2 78.91+9.8 94.8+1.5 96.21+2.6 43.749.5
IF 64.8£8.2 83.2+7.5 61.6+11.6 89.5£3.2 87.2+6.8 28.6E 15.7
KDE 48.24+17.8  86.2+4.3 65.4£9.4 90.3£6.7 73.6£6.1 28.443.7
DeepSVDD 64.3+4.2 81.6+2.4 51.4+4.2 91.4+1.2 92.64+1.2 52.64+1.2
SSAD 70.2%+1.8 89.44+0.7 89.51+0.5 93.2+7.9 97.24+0.5 42.54+4.5
SS-DGM 69.54+22.6 42.5+9.8 92.6£0.3 94.2£0.5 91.4+2.3 48.2+1.8
AE 41.7£13.9 60.2+11.4  75.2+7.1 84.6£2.6 90.3£0.7 18.2+7.6
Deep SAD 83.3+0.7 96.84+0.8 92.3+0.4 96.240.2 95.240.3 59.1+4.6
Classification ~ 90.24+1.1 92.3£0.7 90.2£2.6 94.1£0.5 96.2+0.2 60.3£1.1
DAGMM 68.4+2.1 62.3+8.6 87.5£2.7 95.0£0.4 95.9£1.3 12.5+7.0
LatentOut 85.4+0.9 99.5+0.1 94.7+0.2 96.1£0.3 96.5+0.1 64.6+1.2
NCAE 90.4+0.5 99.3+0.2 95.1+0.6 96.4+0.2 98.2+0.4 64.2+0.7




These results show that the NCAE’s AD performance is slightly lower than the Deep SAD, but the NCAE’s perfor-
mance is much more stable. For AUC-PR results using the Satellite dataset, LatentOut [15] achieve partially better
performances in Cardio and Mannography datasets. LatentOut achieved a 99.5 and 64.6 of AUC-PR, respectively.
This result is 0.2 and 0.4 higher than the proposed NCAE. For the variation, the NCAE achieves better variation.
The NCAE usually shows smaller variation, which can be interpreted as the performance of the NCAE fluctuating
less than other methods.

R1-13: there should be an ablation study on the adoption of the specific designed NCAE architectural

Response: Thanks for the comments. In selecting AFE architecture, the AD performance of deep learning-based
methods can be changed depending on the number of layers and the kernel size of each convolutional layer. It is
deserved that if we choose a deeper and larger network, better performance will be achieved. Based on this principle,
since using a deeper layer can be thought of as a way to boost performance, the fairest way for AD research is to
employ a well-known and comprehensively used network model. In this work, for the experiments using MNIST
and Fashion-MNIST, we employ LeNet-based autoencoder, which was employed for various deep learning-based AD
studies [4, 13, 16, 17]. Also, for the experiments using OOD datasets, we use three neural-layer-based encoders
and decoders with 32-16-8 units. Nevertheless, We acknowledge that the current description for explaining the
architectural design does not provide the above background. To improve the understanding of those nature, we have
added additional explanations about architectural design to the ‘Implementation’ part of section 4, as follows:

Our method can be thought of as one of deep neural network-based AD methods; accordingly, the AD performance
of deep learning-based methods can be changed depending on the number of layers and the kernel size of convolutional
layers. To this principle, using a deeper layer can be considered a way to boost performance, which is very unfair
to other AD methods. The fairest way for deep learning-based AD research is to employ a well-known and compre-
hensively used network model. In this work, we employ a LeNet-based autoencoder, which was employed for various
deep learning-based AD studies [4, 13, 16, 17] on MNIST and Fashion-MNIST datasets, where each convolutional
module consists of a convolutional layer followed by leaky ReLU activation functions with leakiness of 0.1. On the
outlier detection dataset (O0ODs) benchmark using Cardio, Satellite, Satimage-2 and Thyroid, we employ standard
MLP feed-forward AE structure presented by Ruff et al. [4]. The MLP for the encoder and decoder is defined by a
3-layer neural network with 32-16-8 units.



Response to Reviewer 2

R2-1: The paper proposes an anomaly detection method, i.e., normality-calibrated autoencoder, for contam-
inated datasets. And a contaminated data finding method with generative adversarial learning is proposed.
The biggest issue with this paper is that the motivation is not solid enough.

Response: Thanks for the review comments. The first reviewer also mentioned this issue. We acknowledge that the
current description of the motivation is not enough to provide our purpose. We have enhanced the description of the
research motivation. We have added additional content in the introduction section. The newly added descriptions
are as follows:

However, it is a more reasonable and practical hypothesis that the contamination ratio cannot be usually estimated.
Also, for the semi-supervised approaches [1, 2, 3, 4], we cannot guarantee that the prepared abnormal data will cover
all other unobserved data anomalies. Moreover, even if we successfully find out the contamination ratio of a particular
domain or we finally find some specific abnormal data which can cover all other data anomalies for the domain, they
can only be applied to derive AD models in that particular domain, not others. Consequently, developing more
generalised solutions for AD robust to contaminated datasets is still very challenging but important.

To address this issue, AD methods based on contamination sample prediction using geometric distance measure-
ments [5, 6, 7] have been proposed. These methods assume that contaminated data is always distributed far away
from the data distribution’s centre or in the highest entropy space. Then, the methods sorted the contaminated data
in ascending or descending order by distance from the centre of the data distribution or by entropy, and they filtered
out data that was contaminated by a specific percentage [5, 6, 7]. However, as shown in Fig. 1, if a training dataset
is highly contaminated (like over 10% of data samples on a dataset), the contaminated samples can also form a low
entropy space by themselves. As a result, the development of an AD method which does not require prior information
about data anomalies and also does not take geometric solid assumptions in finding contaminated samples is essential.

This paper presents a Normality-Calibrated Autoencoder (NCAE), which is robust to the training dataset con-
tamination. Our key idea for the NCAFE is to adversarially generate highly confident normal samples from a low
entropy feature space and then contrastively compare the generated samples with the input samples to estimate the
contamination score. We pay attention to the fact that if adversarial learning inputs data biased to a specific class
in the process of optimizing the generator and discriminator, the generator repeatedly generates only specific data
instead of generating various data.



R2-2: The finds of Fig 1 which states highly contaminated samples can form a low entropy space by themselves
should be justified more clearly. The contamination in Fig 1 is simulated manually and the are collected from
training samples. However, is this situation consistent with the real cases? The contaminated datasets always
demonstrate an unpredictable distribution. The following method is highly related to this assumption that
the contaminated data follows the similar distribution with normal data or are in low entropy latent space.
If the authors want the latter method to be reasonable, then this motivation part needs to be more solid.

Response: Thanks for the review comments. We put Fig 1 to justify our hypothesis that when the contamination
ratio is very high (like over 15%, abnormal samples can be positioned in some low-entropy space. However, we have
overlooked that simulated results can be different from the real situation. To improve our motivation, we have added
three additional visualisation results using an outlier detection dataset (OODs) to Fig. 1. The OODs consist of
several subsets containing data captured from various domains with a real situation. For example, the ‘Cardio’ set
is composed of data consisting of measurements of fetal heart rate (FHR) and uterine contraction (UC) features
on cardiotocograms classified by expert obstetricians. We believe that this revision enhances our hypothesis and
motivation. The newly added contents are as follows:
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Figure 1: Visualisation of entropy and distribution of latent features of the various datasets considering different
contamination ratios. The first row indicates the visualisation of the outlier detection datasets. The ratios of the
data contamination are 9.6%, 31.6%, and 2.5%, respectively. The second row illustrates the visualisation results
using a simulated dataset based on the MNIST dataset, considering various contamination ratios. (a) 0% (No
contamination), (b) 1%, (c) 5%, (d) 10%, and (e) 20%. The samples on the ‘5’ class on the MNIST dataset are used
as normal (blue dots), and contaminated samples (red x-marks) are randomly picked from the training samples of
the remaining classes. The entropy of each sample is computed by the probability estimated by the kernel density
estimation (KDE). The 500 samples are randomly picked for visualisation. When a dataset is highly contaminated
(i.e. contamination ratio over 10%), contaminated samples are also located in a low entropy region.

To address this issue, AD methods based on contamination sample prediction using geometric distance measure-
ments [5, 6, 7] have been proposed. These methods assume that contaminated data is always distributed far away
from the data distribution’s centre or in the highest entropy space. Then, the methods sorted the contaminated data
in ascending or descending order by distance from the centre of the data distribution or by entropy, and they filtered
out data that was contaminated by a specific percentage [5, 6, 7]. However, as shown in Fig. 1, if a training dataset
is highly contaminated (like the Satellite dataset, in which samples of 31.6% are contaminated or over 10% of data



samples on a simulated dataset), the contaminated samples can also form a low entropy space by themselves, even
when the contamination ratio is not high enough, abnormal samples can be positioned some low-entropy space. As
a result, the development of an AD method which does not require prior information about data anomalies and also
does not take geometric solid assumptions in finding contaminated samples is essential.

R2-3: There are a lot of format issues. For example, the title of section 2 should be ”Related Work” and
there is no legends in some figures. And the format of algorithm 1 need to be improved.

Response: Thanks for the review comments. First of all, we apologise for the formatting issues in our manuscript.
As the reviewer mentioned, we have revised the title of section 2 to ’Related works’. Also, we checked all figures
and found no legends in Figure 2. We have added legends to the figure 2. Also, we have added extra explanation to
the figure 2 to improve readability. About algorithm 1, we have tried to simplify and clarify the process. You can
see the revised version of algorithm 1 below. We did our best effort to improve the quality of our manuscript. We
believe that those revisions have improved our paper. The updated algorithm and Fig 2 are as follows:

Algorithm 1 Repetitive generation-feedback algorithm for NCAE

Require: The training epoch 7', training step S, the batch size m, the contaminated ratio 7, the learning rate -, and the
variance controller o for generating normal samples
Initialise ® puz : puz = %Z?Zl Zi
for t =1 to T epochs do
for s =1 to S training steps do

e Update the high confident normal sample generation components: {g, Ds}

e Sample {;}i=1.m ~ N(pz,0lq) and {x; }i=1.m ~ Px

e Update the decoder g and the discriminator Ds using following objective:

minmax Bz py [log Ds ()] + Burnn(uz o1, [l0g(1 = Ds(g(w))]-

e Generate high-confidence normal samples {£1,...,Em}: & = g(ds).
e Predict contaminated samples
- Construct feature dictionary M = {%1,...,%Zm}, where %, = f(Z;).

- Compute the contamination score ¢: ¢; = + doimy f(@i) - £
- Predict contamination samples Xc as follows:

x° = {z¢}iecnifrmpy w-rt.,C =argsorte;, w.rt,l<i<m.
i
e Update f, g and D;.

e update the f, g, and D; using {w; }i=1:m, {Ziti=1:m, XN and X°©
with the following objective:

minmax E,_y~[lz —go f(2)]|* + Eyxc|lz — &[]
f9 Dy
+ EonN(uz,1,)[108 Di(w)] + Eonpy [log (1 — Di(f(2)))]
o Update pz: pz = pz — v 2oiey (nz — f(21))

end for
end for

10



Statistics of the contamination scores of each class

MNIST

Fashion-MNIST

Averaged score of contaminated samples Averaged score of normal samples

Figure 2: The means and variances of the contaminated scores for 100 times repeated experiments. The upper
illustrates the averaged contamination score of contaminated and normal samples on the MNIST dataset. The lower
illustrates the averaged scores on the Fashion-MNIST dataset. The black lines of each bar show a variation of the
score.
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R2-4: There are some grammar errors in the paper.

Response: Thanks for the comments. We have revised our paper very carefully and found some grammar errors.
We revised those errors. Also, to improve the readability, we have deleted some duplicate and redundant content,
which can make some things misleading. The list that we fix typos and revised contents are as follows:

About the typo(s) and language(s)

e (1) Sec 1, Page 1: ‘assumed’ has been revised to ‘assume’

(2) Sec 1, Page 1: ‘are’ has been revised to ‘is’

(3) Sec 1, Page 1: ‘farthest’ has been revised to ‘far’

(4) Sec 1, Page 1: ‘only can’ has been revised to ‘can only’

(5) Sec 1, Para 3: ‘we conduct experiments of AD on contaminated datasets using various datasets having
diverse contamination ratios. ’ has been revised to ‘we conduct AD experiments on contaminated datasets
using diverse contamination ratios.’.

(6) Sec 2, We fixed formatting issues.

(7) Sec 3 Page 9, ‘low’ has been revised to ‘a low’.

(8) Sec 3, Page 10, ‘However, this formulation is intractable in applying for optimising an AE directly because
there is no bound in maximising the error terms.’ has been revised to . ‘However, this formulation is intractable
when applied to optimise an AE directly because there is no bound to mazximise the error terms.’.

(9) Sec 3, Page 12, ‘to be’ has been revised to ‘being’.
e (9) Sec 3, Page 13, ‘high’ has been revised to ‘higly’.

In addition to the above revision, we revise some typos and grammatical errors. Also, we tried to arrange our
manuscript to improve readability.
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Abstract

Anomaly detection, or outlier detection, refers to identifying rare or abnormal
instances or patterns within a dataset that deviate significantly from the expected
or normal behaviour. Various methods have been proposed, but most assume that
their training datasets take full, complete integrity. However, the innocent integrity
of data is not easy to maintain in reality. Existing anomaly detection methods
generally see given data as a single class and learn features that can represent
it well, but this approach is very vulnerable to data contamination. This paper
proposes a Normality-Calibrated Autoencoder (NCAE), which can boost anomaly
detection performance on the contaminated datasets without any prior information
or explicit abnormal samples in the training phase. The NCAE adversarially gen-
erates highly confident normal samples from a latent space having low entropy
and leverages them to predict abnormal samples in a training dataset. NCAE is
trained to minimise reconstruction errors in uncontaminated samples and max-
imise reconstruction errors in contaminated samples. The experimental results
demonstrate that our method outperforms shallow, hybrid, and deep methods for
unsupervised anomaly detection and achieves comparable performance compared
with semi-supervised methods using labelled anomaly samples in the training
phase.
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1. Introduction

Anomaly detection (AD) generally assumes that given data are a single class,
focusing on learning features that can represent it well. According to Kim et al. [1],
this assumption is defined as the ‘Normality assumption’. The model learned in
this way compares the features extracted from the data input in the actual anomaly
detection step with the learned features to calculate an error or probability, and
then it compares the calculated result with a predetermined threshold to detect
anomalies in the data. Currently, most models assume complete integrity of the
data given to training the models; that is, all data consists of only a single class
(normal) and no noise (anomaly) associated with outliers in the data exists.

However, it is not easy to guarantee data integrity in practice. Datasets in the
real world are easily contaminated, which means that datasets contain both normal
and abnormal samples. In particular, as the number of data to be learned increases,
the probability of including errors also increases proportionally. The contaminated
samples significantly degrade AD models’ robustness, reliability, and accuracy and
increase the uncertainty of the detection results.

Various methods have been proposed [2, 3, 4, 5, 6, 7] to improve the robustness
of AD methods on contaminated datasets. In the beginning, filtering contami-
nated samples based on contamination ratio [6, 2, 8] and semi-supervised learning
approaches that use explicit abnormal samples in the training step [9, 10, 11, 2]
have been presented. However, the approaches above are domain or data-type-
specific, and their performance highly depends on hyper-parameter settings. For
example, the methods using contamination ratios or prepared information about
abnormal data work well if precious contamination ratios or abnormal samples
can be provided. However, it is a more reasonable and practical hypothesis that
the contamination ratio cannot be usually estimated. Also, for the semi-supervised
approaches [9, 10, 11, 2], we cannot guarantee that the prepared abnormal data will
cover all other unobserved data anomalies. Moreover, even if we successfully find
out the contamination ratio of a particular domain or we finally find some specific
abnormal data which can cover all other data anomalies for the domain, they can
only be applied to derive AD models in that particular domain, not others. Con-
sequently, developing more generalised solutions for AD robust to contaminated
datasets is still very challenging but important.



To address this issue, AD methods based on contamination sample prediction
using geometric distance measurements [12, 13, 14] have been proposed. These
methods assume that contaminated data is always distributed far away from the data
distribution’s centre or in the highest entropy space. Then, the methods sorted the
contaminated data in ascending or descending order by distance from the centre of
the data distribution or by entropy, and they filtered out data that was contaminated
by a specific percentage [12, 13, 14]. However, as shown in Fig 1, if a training
dataset is highly contaminated (like the Satellite dataset, in which samples of
31.6% are contaminated or over 10% of data samples on a simulated dataset), the
contaminated samples can also form a low entropy space by themselves, even when
the contamination ratio is not high enough, abnormal samples can be positioned
some low-entropy space. As a result, the development of an AD method that does
not require prior information about data anomalies and does not take geometric
solid assumptions when finding contaminated samples is essential.

This paper presents a Normality-Calibrated Autoencoder (NCAE), which is
robust to the training dataset contamination. Our key idea for the NCAE is to
adversarially generate highly confident normal samples from a low entropy feature
space and then contrastively compare the generated samples with the input samples
to estimate the contamination score. We pay attention to the fact that if adversarial
learning inputs data biased to a specific class in optimizing the generator and
discriminator, the generator repeatedly generates only particular data instead of
generating various data.

Fig.2 shows the architectural difference between an autoencoder (AE) and
the proposed NCAE. The NCAE has a structure that combines an AE and a
discriminator for applying adversarial learning. Data is compressed into low-
dimensional latent features through the encoder, and the distribution of these latent
features is induced into a specific data distribution through adversarial learning (See

L 44, in Fig. 2(b)). This process reduces the uncertainty of the data distribution
and minimises the blind spot [15] on the latent feature space. Based on the decoder

part of the AE and the specific data distribution used for adversarial learning,
samples of the region with the highest probability (a.k.a. the lowest entropy) are
generated. The generated samples are used to distinguish normal samples from
contaminated samples. After identifying the contaminated samples, NCAE
calibrates the normality of an AD model by maximising the reconstruction error of
the found samples.

To demonstrate the effectiveness of the proposed NCAE as a robust method, we
conduct experiments of AD on contaminated datasets using various datasets having
diverse contamination ratios. In the performance comparison with the existing
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Figure 1: Visualisation of entropy and distribution of latent features of the various datasets
considering different contamination ratios. The first row indicates the visualisation of the
‘Cardio’, ‘Satellite’, and ‘Thyroid’ datasets among the outlier detection datasets. The
ratios of the data contamination are 9.6%, 31.6%, and 2.5%, respectively. The second
row illustrates the visualisation results using a simulated dataset based on the MNIST
dataset, considering various contamination ratios. (a) 0% (No contamination), (b) 1%,(c)
5%, (d) 10%, and (e) 20%. The samples on the ‘5’ class on the MNIST dataset are used
as normal (blue dots), and contaminated samples (red x-marks) are randomly picked
from the training samples of the remaining classes. The entropy of each sample is
computed by the probability estimated by the kernel density estimation (KDE). The 500
samples are randomly picked for visualisation. When a dataset is highly contaminated (i.e.,
contamination ratio over 10%), contaminated samples are also located in a low entropy
region.
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Figure 2: Comparison of an autoencoder (AE) and the proposed normality-calibrated
autoencoder (NCAE). (a) denotes the architectural details and mapping functionality of
the AE. (b) indicates the details and functionality of the NCAE. The AE reconstructs the
contaminated samples without any concerns (Red dotted lines). By applying adversarial
learning L,4y, NCAE removes uncertainty from the latent trait distribution by deriving it
from a well-known distribution. After that, the NCAE generate high-confidence normal
samples from the centre of the distribution (Red coloured distribution). In computing the
reconstruction error, compared with AE, which minimises the reconstruction error of the
contaminated samples without any concerns, the NCAE tries to minimise the reconstruction
error of contaminated samples with randomly generated high-confidence normal samples
(Blue coloured diamonds).

state-of-the-art (SOTA) AD methods, the NCAE achieves better performance and
more robustness in data contamination. Particularly, compared to the methods
using prior information such as contamination ratio [16, 17] and prepared data
anomalies [2], which showed a large performance fluctuation due to errors in the
prior information, the proposed method shows robust AD performance against data
contamination without prior information.

The contributions of this paper are summarised as follows:

* Normality-calibrated autoencoder (NCAE). A new AD method is robust to



data contamination without any prior knowledge about the data contamina-
tion.

* Generative adversarial learning for identifying contaminated data and joint
learning scheme for the NCAE. We propose adversarial learning to generate
a high-confidence normal data sample and apply it to find contaminated
data during the model training. Moreover, we propose an algorithm that
efficiently optimises the proposed joint learning models for the NCAE.

* Comprehensive experimental results of AD on data contamination. We
provide various ablation studies and performance comparisons with existing
SOTA AD methods on data contamination.

The remainder of this paper is organised as follows. Section 2 introduces
various related works about AD methods considering data contamination. Section
3 describes the detailed information of the proposed NCAE and its training process.
Section 4 provides the experimental settings, and Section 5 presents comprehensive
ablation studies for the proposed hyper-parameters. With the best performance
hyper-parameters, Section 6 compares AD performance on contaminated data with
existing SOTA AD methods. This paper is concluded in Section 7.

2. Related works

Drawing on the research presented in the survey by Ruff ez al. [18], there are
several primary types of anomaly detection methodologies that hinge on the nor-
mality assumption. The first of these groups primarily uses one-class classification-
based strategies. These strategies work by creating a discerning decision boundary
that converts regular data into a succinct representation. This group includes pre-
dominant methods such as the One-Class SVM (OC-SVM) [19] and Support Vector
Data Description (SVDD) [20], both of which are shallow models. In contrast,
methods like OC-NN [21] and Deep SVDD [17] offer deep learning alternatives.
These strategies utilise deep neural networks, replacing the shallow models yet
maintaining the same goal functions as their OC-SVM and SVDD counterparts.
These techniques delineate a hyperplane and a minimum-volume hypersphere,
encapsulating the standard data within a latent space. The principle of AD using
those methods is simply considering data located outside of the hyperplane or
hypersphere as abnormals.

Conversely, there is another type of classification-based methods [22, 23, 24,
25] that experiments with the use of self-supervised learning, especially for image



data. These techniques evaluate normality based on the errors arising from proxy

tasks, such as rotation, flipping, or patch rearrangement in augmentation classifica-

tions. Furthermore, a novel approach has been introduced recently by Maziarka et

al. [26], presenting a flow-based one-class classifier aiming to identify the smallest
volume bounding area. However, those approaches are only valid for domains
that generate anomalies by proxy tasks that are similar to actual anomalies. For
instance, up-down flipping can be thought of as an abnormal image, but left-right
flipping may be considered data augmentation [27].

Probabilistic model-based methodologies often employ shallow non-parametric
density estimators such as Kernel Density Estimation (KDE) [28, 29], and Gaussian
Mixture Models (GMM) [30, 6]. However, the above methods can not model
complicated data distribution. Recently, there is a growing trend in anomaly
detection research to adopt deep generative models like Variational Autoencoders
(VAE) [31], Generative Adversarial Networks (GAN) [32, 33], and Anomaly
Detection (AD) techniques based on Normalising Flows [34, 35, 36]. These
models aim to decipher the latent feature space data distribution. However, VAE
sometimes causes posterior collapse, in which the VAE decoder ignores the actual
data distribution and generates a sample from a Gaussian distribution. Also,
unstable training of GANSs is still troublesome.

In the realm of reconstruction-based methods [37, 38, 39], Autoencoders (AE)
[40, 41, 42] are predominantly used. Numerous adaptations of this method have
been introduced to improve its performance in anomaly detection. Further, attempts
have been made to merge the discriminating representation of AE with shallow
methods [43, 44, 45, 46]. Unfortunately, the autoencoder has a blind stop. When
an AE is trained, we expect that unseen samples output larger reconstruction errors.
However, there are several studies that AD still can reconstruct unseen samples
with small reconstruction errors [15, 47].

Despite extensive research in anomaly detection using normality modelling,
these techniques heavily depend on the availability of a pure training dataset free of
anomalous data, which is often difficult to obtain. This dependence often leads to
less-than-optimal performance and limits the methods’ application. The one-class
classification-based methods, although able to handle contaminated datasets by
adjusting a contamination ratio as a hyper-parameter, also depend largely on prior
knowledge of this ratio. However, in real-world scenarios, this ratio is typically
unknown.

To tackle the problem of learning normality from contaminated datasets, re-
searchers have presented methods using meta-information about the contami-
nated data such as pollution rate [6, 2, 8], or pre-defined abnormal samples

7



[9, 10, 11, 2, 48]. However, those methods are domain-specific, and their AD
performances are highly dependent on hyper-parameter settings such as pollution
ratio. More recently, researchers have proposed robust methods that aim to di-
minish the adverse effects of anomalous data in such datasets [49, 38, 50, 51, 39].
Most of these studies have used pseudo-labelling techniques to improve the mod-
els’ robustness. Different methods, including AE [49, 38, 50] or regression-based
[51, 39] approaches, have been used for pseudo-labelling.

Xia et al. [49] pioneered an approach where pseudo-labelling is conducted
using the reconstruction error obtained from an AE. Following this, the AE is
iteratively trained to minimize the reconstruction error of pseudo-normal data,
incorporating a regularization term that captures the separability of the error dis-
tribution. Using a similar framework, Zhou et al. [38] and Beggel et al. [50]
implemented related techniques. Zhou et al. [38] used a robust AE inspired
by robust Principal Component Analysis (PCA), while Begge et al. utilized an
adversarial AE [52].

While most of the previous research focused on AE and its variants, a few
recent methods proposed the use of regression models [51, 39], trained in an
iterative manner. Pang et al. [51] and Shim et al. [53] presented a two-class ordinal
regression model that uses neural networks, while Fan et al. [39] used a Gaussian
process regression model. In both approaches, an initial anomaly detection stage is
carried out by a separate, pre-existing anomaly detector. Following this, the model
is iteratively trained using pseudo-labeled data.

A significant limitation of the aforementioned methods is their dependency on
hyper-parameters that govern the selection and quantity of data treated as pseudo-
normal or pseudo-abnormal samples. However, finding optimal hyper-parameters
can be difficult as they tend to fluctuate depending on the dataset and unknown
contamination ratios. To tackle this problem, anomaly detection (AD) methods
utilizing contamination sample prediction through geometric distance metrics have
been introduced [12, 13, 14]. These techniques typically assume that contaminated
data points are located far from the centre of the data distribution or within regions
of high entropy. Subsequently, the methods rank the contaminated samples either
in ascending or descending order based on their distance from the distribution
centre or their entropy level, filtering out a specified percentage of contaminated
data [12, 13, 14]. However, as illustrated in Fig 1, when a training dataset is heavily
contaminated (e.g., more than 10% of the samples), the contaminated samples
may also cluster in low-entropy regions. Therefore, it is crucial to develop an AD
method that does not rely on prior knowledge of data anomalies and avoids strong
geometric assumptions when identifying contaminated samples.
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Figure 3: Visualisation of the input image and the generated image based on the scatter
plot for each latent feature and sampled noise. ‘0’ class on MNIST and the ‘Coat’ class
on Fashion-MNIST are determined as normal classes, respectively. Each model is trained
with a contamination ratio of 20%. The images with the blue border show the samples on a
single training batch, and the images with the green border represent the generated images
by adversarial learning.

In this paper, we introduce a Normality-Calibrated Autoencoder (NCAE) de-
signed to be resilient to contamination within the training dataset. The central
concept of NCAE involves adversarially generating highly confident normal sam-
ples from a low entropy feature space and then using a contrastive comparison
between these generated samples and the input data to estimate the contamination
score. We observe that when adversarial learning processes data biased toward a
particular class during the optimization of the generator and discriminator, the
generator tends to repeatedly produce specific data rather than a diverse set of
samples [54].

3. Normality-Calibrated Autoencoder

3.1. Learning normality-calibrated autoencoder

For n number of input samples with D dimensions X = {z;}i—1.,, z € RP
and the corresponding latent features with d dimensions Z = {z; }i=1:n, 2 € RY, let
define an autoencoder (AE) composed of an encoder f(x) : x — and a decoder
g(x) : z —#, where & denotes the reconstruction result of . The general objective
of the AE is training f and g to minimise an error between input samples = and the
reconstruction results z, as follows:

minE, /e — 2% &= go f() ()
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where py denotes the entire input samples. By minimising Eq. 1, the AE compiles
a mapping function between a high dimensionality data = to a low dimensionality
feature z. Based on this process, the AE can learn much compressed and abstracted
information, which can represent various features of the given data. To detect data
anomalies, the AE uses the reconstruction error. If anomaly data is given, the learnt
abstracted information would not reconstruct the data well so the reconstruction
error would be higher than normal ones.

However, an AE is known to have an over-confidence issue [47], i.e., low
reconstruction error of unseen samples. This issue can be thought that if the AE
takes anomaly data as their input, the reconstruction error of the data would not
be high, or even similar to the error of normal data samples. As we mentioned
above, AD methods using the AE usually identify abnormal samples using the
reconstruction error. Therefore, if the AE takes anomaly samples as inputs, it
may not distinguish whether the samples are abnormal or not [47, 55, 56]. This
over-confidence issue would be deepened when a training dataset is contaminated.

One straightforward approach to prevent this issue is adding an extra term to
maximise reconstruction error for contaminated samples. This is simply done by
adding the negative reconstruction error for contaminated samples represented by

n _i,n|‘2

i (B — Epenpyellz® = 7P, @)

where z" and z° indicate normal data and abnormal (or contaminated) data sam-
pled from each distribution i.e., py~ and pyc, respectively. 2" and ¢ denote the
reconstruction results corresponding to the normal and abnormal data, respectively.

Since the reconstruction error for contaminated samples Enp « aenp o 18
negative, to minimise the entire loss, the error should be maximised. However, this
formulation is intractable when applied to optimising an AE directly because there
is no bound in maximising the error terms.

This problem can be avoided by replacing the error maximisation task with a
minimising task of the reconstruction error between the contaminated samples and
arbitrarily assigned normal samples. Based on this principle, we define normality-
calibrated reconstruction (NCR) loss as follows:

(o |27 = 3711+ Bavn g asope 2 = &

)

%), 3)

We transform the maximisation term of Eq. 2 (the second term) to the minimi-
sation term by using the contaminated data and randomly picked normal data (z")
sampled from the p~. However, to optimise this loss function, we should find out
which samples are contaminated to optimise AE using Eq. 3 properly.
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3.2. High-confidence normal samples generation using Generative Adversarial
Network

We find contaminated samples by using highly confident normal samples
generated from low entropy latent space. We apply the generative adversarial
network (GAN) [57] framework to do this. The high-confidence normal sample
generation via the GAN framework is carried out as follows.

Initially, we transform a distribution of all latent features z, which are encoded
from input samples x through the encoder f, to a more knowledgeable probabilistic
distribution such as Gaussian distribution. And then, we generate samples using
noise signals sampled from the centre of the knowledgeable distribution, i.e., the
lowest entropy space as you can see in Fig. 1, even though a training dataset is
highly contaminated (like over 10%), the dominant data distributed in the lowest
entropy space are normal data.

An adversarial loss for transforming a latent feature distribution into a more
knowledgeable probabilistic distribution is defined by the following:

min max By v 1) 108 Di(w)] + Eanpy log (1= Di(f(2)))], (4
where D; denotes the discriminator for latent features, and N (uz, I;) defines a
normal distribution with the mean of latent features pz € R? and a covariance
matrix defined by an identity matrix I; € R¢, yz is initialised by the mean value
of latent features: puz = % >, 7. We would want each component of z to be
maximally informative such as each of them to be an independent random variable.
Therefore, the d x d identity matrix determines the covariance matrix.

Variational Autoencoder (VAE) [31] can be an alternative to adversarial learning
in deriving the latent feature distribution into a well-known distribution. However,
to apply the VAE, it is inevitable to change the network structure since it needs
extra networks to sample the means and variances of latent features. We decided to
use adversarial learning since it is more flexible in changing the network structure.

Since f and D, are being updated, ;1= would be shifted during the training step.
1tz 1s updated at every training step as follows:

1 & 1<
uEt =p —v— D (s =), pp=—) 4 )
i=1 i=1

where ;2 and i, denote the y1z on ¢ + 1-th and ¢-th training step, respectively.

m is the batch size, z; is i-th latent features on the batch, and -y is a learning rate.
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Statistics of the contamination scores of each class
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Figure 4: The means and variances of the contaminated scores for 100 times repeated
experiments. The upper illustrates the averaged contamination score of contaminated and
normal samples on the MNIST dataset. The lower illustrates the averaged scores on the
Fashion-MNIST dataset. The black lines of each bar show a variation of the score.

To generate highly confident normal samples, we formulate the following
adversarial loss:

min max o py [10g Ds(2)] + Eonnuz 01 l0g(1 = Ds(9(@))l,  (6)
where D, denotes the discriminator for samples, and N (pz, 01;) is a d-dimensional
normal distribution with the mean pz € R? and the covariance matrix o l; € R%*¢,
[z 1s equivalent to the pz in Eq. 4. o1, is defined by multiplication of a scalar
value o € [0, 1] and the identity matrix /. o is a hyper-parameter to control the
compactness of random noise for generating samples using the decoder g. The
smaller o can give more chances to generate highly confident normal samples by
generating a feature close to the centre of the probability distribution.

We demonstrate the effectiveness of the proposed generative adversarial net-
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work (GAN) for generating high-confidence normal samples, we have conducted
toy experiments using MNIST and Fashion-MNIST datasets. We have trained the
proposed GAN the data of the ‘0’ class on the MNIST dataset and the ‘Coat’ class
on the Fasion-MNIST dataset as a normal class. The contamination ratio is set by
20%, meaning the 20% portion of training data comprises other classes. As shown
in Fig. 3, even though the training data is highly contaminated, the GAN trained
by our approach generates normal samples.

3.3. Contaminated sample mining and joint learning

To predict contaminated samples, we use the generated high-confident normal
samples as a dictionary. With the generation process for high confident normal
samples: ¢g(w) = &, we construct a latent feature dictionary M = [£];=1.m,
% = f(#;) and M € R™* 9 where m is the batch size. By leveraging M and
given each training batch {z;};—1.,,, we define a pseudo contamination score ¢; of
each input sample z; as follow:

m
C; = %Zf(xl) . Z/;r, éj c M, (7)
j=1
where T denotes the transpose of the vector. We apply /2-normalisation to improve
the robustness of the variation of the vector scale of the operation.

We predict the contaminated samples by sorting the score in descending order
and picking top-7% samples among the sorted results as the contaminated samples;
thus, the number of predicted contaminated samples is decided by 7m that is a
multiplication of 7 and the batch size m. The above process is represented as
follows:

X€ = {@ihecnfrmy, C =argsorte;, with 1<i<m,

where C'is a set of the sorted indices of input batch samples in descending order of
the contamination score (Eq. 7), and X’C is a set of predicted contaminated samples.
[-] denotes the ceiling function. 7 affects on deciding the number of predicted
contaminated samples, so it directly affects the AD performance of our method.

To demonstrate the validation of the proposed contamination sample mining pro-
cess, we have conducted toy experiments. Using the MNIST and Fashion-MNIST
datasets, we randomly select one class as normal and otherwise all abnormal. We
set the batch size of 128 and the contamination ratio of 20%. After that, during
the NCAE training, we averaged the contamination score of normal samples and
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contaminated samples. Fig. 4 illustrates the distribution of contaminated scores of
normal samples and the contaminated samples for 100 iterative experiments. As
shown in Fig. 4, the score of contaminated samples is obviously distinguishable
from the normal samples. Even if we consider the variation of the score (rectangle
of each bar chart), the results can be interpreted that our score-based contaminated
sample mining process works well.

The objective function for joint learning of the entire components of our method
is as follows:

winmax  Ep ||z — g0 @)+ Epp e |l — if’Hf

@

+ Eoon(uz 10 [l0g Di(w)] + Eopy [log (1 = Di(f(2)))] ®

®
+ E,py[log Ds(2)] + Ew/NN(uz,nzd)[log(l — Dy(g(w))],

J/

(©)
where D; and D, define the discriminators for the latent features and samples,
respectively. 7’ is a prototype of the generated high-confident normal samples
g(Ww) = &.1tis defined by averaging the generated samples as follows: 7’ =
B mg(N(uz 012)) (4). pzand I,denote the averaged latent features and their covari-
ance matrix represented by an identity matrix. w indicates noise signals sampled
from the Gaussian distribution N (uz, I4). (a), (b), and (c) denote the NCR loss
and the two adversarial losses, respectively.

The encoder of the autoencoder is trained with (a) + (b), and the decoder of the
AE is trained with (a) + (c); they share the NCR loss term (a) under joint training.
To optimise the above objective efficiently, we propose an alternating algorithm,
which optimises model parameters of the encoder f and the decoder g for the AE
and the discriminator for the adversarial learning D alternatively, as shown in
Algorithm 1. Since the algorithm monotonically and iteratively decreases the
objective function, it is guaranteed to converge.

In the algorithm, o and 7 significantly affect the AD performance of the NCAE
model. o decides the range for generating the noise signal to create the high-
confidence normal samples. 7 is used to decide how many samples would be
considered contaminated samples. We will discuss the effectiveness of those
hyper-parameters on AD performance in Section 5.

The AD process of the NCAE is equivalent to other AD-based AD methods.
When a sample z is given, we produce reconstructed results g o f(x) and compute
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the reconstruction error (See Eq. 1). After that, anomaly detection is done by
comparing the error with a pre-defined threshold 3. The AD process is represented
as follows:

€))

Abnormal ||z — g o f(z)||*> > 3,
Normal Otherwise.

The AD detection performance depends on the value of 5. When [ is too small, the
AD results will be more precise, but they will be too specific, and many anomalies
will be ignored. Hence, if the 3 is too large, many anomalies will be detected, but
it contains many false positives. In other words, The bigger [, the more
comprehensive abnormality will be detected. The smaller 3, the more precise
detection results (less false positives) will be provided. Considering this evaluation
property, we provide the evaluation metric by observing the performance trend
regarding the threshold value change instead of the AD performance at a single
point. More detailed information is provided in Section 5.

4. Experimental settings

Dataset: We use various anomaly detection datasets for our experiment. Primarily,
MNIST [58]", Fashion-MNIST [59]%, and CIFAR-10 [60]° datasets are used for
the experiments. The MNIST dataset consists of a collection of 70,000 grayscale
images of handwritten digits. It is divided into a training set of 60,000 examples and

a test set of 10,000 examples. Each image has a resolution of 28 x28 pixels. The
Fashion-MNIST dataset is intended to be a more challenging version of the MNIST

dataset. Instead of handwritten digits, it consists of 70,000 grayscale images of 10
different fashion items, including t-shirts, trousers, dresses, shoes, and more. Like
MNIST, it is divided into a training set of 60,000 examples and a test set of 10,000
examples. The CIFAR-10 dataset of 60000 32x32 colour images in 10 classes, with
6000 images per class. There are 50000 training images and 10000 test images.
The dataset is divided into five training batches and one test batch, each with 10000
images [60]. The test batch contains exactly 1000 randomly selected images from
each class. The training batches contain the remaining images in random order,
but some training batches may contain more images from one class than another.
Between them, the training batches contain exactly 5000 images from each class.

Thttps://www.kaggle.com/datasets/hojjatk/mnist-dataset
Zhttps://www.kaggle.com/datasets/zalando-research/fashionmnist
3https://www.cs.toronto.edu/~kriz/cifar.html
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Algorithm 1 Repetitive generation-feedback algorithm for NCAE

Require: The training epoch 7', training step .5, the batch size m, the contaminated ratio
T, the learning rate ~y, and the variance controller ¢ for generating normal samples
Initialise ® puz : pz =157 | 2
for t = 1to T epochs do

for s = 1 to S training steps do
e Update the high confident normal sample generation components: {g, D}
° Sample {d}i}izl;m ~ N(,U,Z, O'Id) and {xi}izl;m ~ PX
e Update the decoder g and the discriminator D using following objective:

min max E,.p, [log Ds(z)] + Ew/NN(szdd)[log(l — Dg(g(w")].

9 Ds
e Generate high-confidence normal samples {£1, ..., & }: £ = g(d;).
e Predict contaminated samples
- Construct feature dictionary M = {Z1, ..., Z,,}, where 2; = f(Z;).

. . . 1 m ¢T
- Compute the contamination score c: ¢; = 5o > 200 f(wi) - ;
- Predict contamination samples X¢ as follows:

X°© = {®ihecn:frm)) wrt.,C =argsorte;, wrt,1<i<m.
i

e Update f, g and D;.
e update the f, g, and D; using {w; i—1.m» {2 biz1:m> AN, and XC
with the following objective:

minmax E,_y~||z — go f(2)|]* + Epoxc|lz — 7|
f)g Dl
+ EwNN(uZ,Id)[IOg Dl(w)] + EQCNPX [log (1 - Dl(f(x)))]
o Update piz: puz = piz — v2 30 (nz — f(x:))

end for
end for
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Table 1: Key properties of the Outlier Detection DataSets (ODDs).

Dataset Total # Dim # outliers (%)
Satimage-2 5,803 36 71 (1.2%)
Thyroid 3,772 6 93 (2.5%)
Cardio 1,831 21 176 (9.6%)
Satellite 6,435 36 2,036 (31.6%)
Shuttle 49,097 9 3,511 (7%)

Mammography 11,183 6 260 (2.32%)

Each image also has a resolution of 28 x28 pixels. In addition, we leverage
Outlier Detection DataSets* (ODDs). Table 1 shows the key properties of the
ODD:s. In particular, ODDs provide a chance to evaluate the AD performance with
various contamination ratios. The contamination ratios of the ODDs have ranged
from a minimum of 1.2% to a maximum of 31.6%.

Experiment protocol: We follow the unsupervised AD protocol described by
Ruff et al. [2] and Zhou er al. [48]. We set one of the classes provided by a
dataset as normal and others as abnormal. First, we have decided on contamination
ratio p = nNTnA’ where ny and n, are the numbers of normal and abnormal
samples, respectively. After that, we pick normal samples from the chosen class
and contaminated samples from the remaining classes. In the test phase, the
samples of the normal class are labelled by 0, and other samples are labelled by
1. The maximum contamination ratio is set by 30%. This ratio has been decided
by considering the maximum ratio of outliers among the dataset we used for our
experiment (See Table 1). It may consider a higher contamination ratio such as
50% or 60%; however, when we consider the definition of ‘abnormal’ meaning a
pattern rarely observed data which does not follow a dominant data representation
[61], the 30%, the maximum contamination ratio of our experiment, is a reasonable
choice. For the performance analysis, the Area Under the Receiver Operating
Characteristic Curve (AUC) is used. In comparison with other methods, we refer
the experimental results presented in the Ruff et al. [2]. The experimental results in
Table 2 and Table 3 contain the quantitative results of the NCAE and other methods
referred from Ruff et al. [2].

Implimentation: Our method can be thought of as one of deep neural network-

“http://odds.cs.stonybrook.edu/
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Figure 5: Ablation studies about unsupervised AD performance depending on ¢ and 7. (a)
and (b) represent the trends of AUC with respect to the setting of ¢ and 7, respectively, on
the MNIST and Fashion-MNIST (fMNIST) datasets.

based AD methods; accordingly, the AD performance of deep learning-based
methods can be changed depending on the number of layers and the kernel size of
convolutional layers. To this principle, using a deeper layer can be considered a way
to boost performance, which is very unfair to other AD methods. The fairest way for
deep learning-based AD research is to employ a well-known and comprehensively
used network model. In this work, we employ a LeNet-based autoencoder, which
was employed for various deep learning-based AD studies [47, 17, 2, 18] on
MNIST and Fashion-MNIST datasets, where each convolutional module consists
of a convolutional layer followed by leaky ReLU activation functions with leakiness
of 0.1. On the outlier detection dataset (OODs) benchmark using Cardio, Satellite,
Satimage-2 and Thyroid, we employ standard MLP feed-forward AE structure
presented by Ruff er al. [2]. The MLP for the encoder and decoder is defined by a
3-layer neural network with 32-16-8 units. We use the Adam optimiser with the
recommended default hyper-parameters [16]. The batch size is set to 128. The
initial learning rate is 0.01 and decayed every ten epochs by multiplying it by
0.1. 0 and 7 are decided by 0.1 (based on the results from the ablation study),
respectively?’.

>https://github.com/andre Yoo/NCAE_UAD
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5. Ablation study

This ablation study provides insights into how to set up the prior parameters
required for model training. In addition, we compare the effectiveness of our
contaminated sample mining approach based on the generation of high-confidence
normal samples with other commonly used filtering or sampling methods to find
contaminated data samples. In the ablation study, only the MNIST and Fashion-
MNIST data were used for experimental efficiency.

5.1. Hyper-parameter analysis

We analyse unsupervised AD performance depending on the setting of ¢ and
7. MNIST and Fashion-MNIST datasets are used for the ablation study. Ablation
studies are conducted based on the experimental protocol described in the previous
section. The contamination ratio p is fixed to 0.2.

Parameter analysis on 0: When o is too small, then the distribution of sample
noise for generating samples would be too compact so that the generated samples
cannot provide comprehensive information to cover the diverse patterns of normal
samples. On the other hand, when ¢ is too large, then there is a possibility that the
noise can be sampled from low entropy space (i.e., abnormal samples also can be
generated).

Figure 5(a) shows the AUC trends depending on the 0. The AUC increases
rapidly in the case of o is less than 0.1, and then decreases gradually. This can
be interpreted as follows. If the sampling space is too compact (i.e., when o is
too small), it means that the generated normal sample does not provide enough
information to distinguish the contaminated sample. When sampling space is too
broad (i.e., when o is too large), it also degrades performance, but the impacts of
the broader sampling space are relatively less than that of the smaller sampling
space (e.g., when o < 0.1). The best performance is obtained by ¢ of 0.1.

Parameter analysis on 7: 7 decides the number of predicted contaminated
samples per training batch. The lower 7 can provide a more precise prediction
performance but may not be enough to provide a more comprehensive prediction
performance. In contrast, when 7 is too large, the predicted results are possibly
more accurate but also may have a lot of false-positive results.

As shown in Figure 5(b), the AUC increases rapidly with 7 from O to 0.1
and then decreases slowly. The results can be interpreted as follows. Finding
contaminated samples themselves has a large impact on AD performance, but the
quantity of found samples affects less to AD performance. However, predicting
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Figure 6: Trends in AUC values for polluted data sampling methods and changes in
contamination degree. (a) shows the experimental results on the MNIST dataset. (b)
represents the results on the Fashion-MNIST dataset.

too many samples may degrade AD performance by taking a great number of false
positives. The best performance is obtained by 7 of 0.1.

5.2. Effectiveness of the contamination sample mining

The contaminated sample mining based on the generated sample can be consid-
ered a way of pseudo-labelling based on data sampling. There are several sampling
strategies to generate a pseudo-label for contaminated samples. Euclidean distance-
based sampling [12, 13, 14, 16, 17] is one of the popular approaches to assigning
the pseudo label for contaminated samples. Based on the Euclidean distance
between the distribution centre and each data point (e.g., [2-distance between
the latent feature distribution centre and each latent feature), it designates some
samples in order of distance as anomalies.

We have compared our contamination sample mining approach with various
contaminated data sampling methods. Since our method is based on AE, we
compare our method with reconstruction error-based sampling [49] and latent
feature’s [2-distance-based sampling method [17], and latent feature’s probability
distribution-based method [16, 47]. For a fair comparison, based on our ablation
study (about 7), we set 10% (0.1 of 7) of sample on each batch that would be
labelled by the contaminated samples.

Figure 6 shows the trend of AUCs depending on the contamination ratio. The
ablation study results show that our contaminated sample mining approach out-
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Table 2: Performance comparison on unsupervised anomaly detection in terms of various
contamination ratios p. The AUC value is used to evaluate the performance. MNIST,
Fashion-MNIST, and CIFAR-10 datasets are used for the comparison. The bolded figures
indicate the best performances.

Dataset p  OC-SVM IF KDE CAE Deep SVDD  SSAD SS-DGM  Deep SAD  Classification DAGMM  LatentOut ~ NCAE

.00 96.0+2.9 854487 95.0+33 929457 92.8+4.9  97.9+1.8 922456 96.7+2.4 94.5+4.6 91.7£6.2  96.5+£3.2 94.0+4.2
01 943439 852488 91.2+49 91.3+6.1 92.145.1 96.64+2.4 92.0+6.0 955433 91.5+5.9 90.4+52  93.9+4.8 97.2+2.8
MNIST 05 91.4+52 83.949.2 855+7.1 87.247.1 89.4+58 934434 91.0+£69 93.5+4.1 86.7+£7.4 88.54£9.2 86.4+7.2 95.0+4.9
.10 88.8+6.0 823495 821485 83.7484 86.5+6.8  90.7+4.4 89.7£75 91.244.9 83.6+8.2 842462  81.6+83 92.6+5.7
20 84.1+£7.6 78.7+10.5 77.4+109 78.6£10.3 815484 874456 874486 86.6+6.6 79.7£9.4 81.5£7.3 737493 89.8+t74

00 92.8+44.7 91.6+£55 92.0+49 90.245.8 89.246.2  94.0+4.4 71.4+12.7 90.5+6.5 76.8+£132  87.64£7.2 91.2+£62 91.5£8.3

01 91.74£50 91.5+£55 89.4+63 87.1+7.3 86.3+6.3  92.2+49 71.2+143 87.247.1 67.3£8.1 81.5£5.5 86.2+7.6 94.5+4.7
F-MNIST .05 90.7£5.5 909459 85249.1 81.6+9.6 80.6+7.1 88.3+6.2 71.9£14.3 81.5£8.5 59.8+4.6 74.1£9.3 842463 92.4+72
.10 89.5+6.1  90.2+6.3 81.8+£11.2 774+11.1 762473  85.6+£7.0 72.5%15.5 78.2+49.1 56.7+4.1 692452  67.3+£52 91.5+5.7

20 86.3£7.7 88447.6 77.4+13.6 725%+12.6 69.3+6.3  81.9+8.1 70.8+£16.0 74.849.4 53.9+29 65.2+11.4 61.3£12.7 88.9+9.2

.00 63.849.0 59.946.7 56.1£10.2 5624132  60.9+94  73.34+84 50.8+4.7 77.9+7.2 63.5+8.0 782+73 754452 732473
01 63.849.3 599467 56.3+104 56.2+13.1 60.5£9.4  72.848.1 S51.1+4.7  76.5+7.2 72.9+7.3 662472 742462 79.3+£3.9
CIFAR-10 .05 62.64£9.2 59.6+6.4 55.6+10.5 557+13.3 59.6498 71.5£8.2 50.1£29 74.0+6.9 62.2+8.2 69.3+6.4 71.0£6.8 78.2+3.2
10 629482 59.1+6.6 549+11.1 5544133 58.6+10.0 69.848.4 50.5£3.6 71.84+7.0 60.6+8.3 64.2+£102 69.249.7 76.7+5.4
20 61.9+48.1 583462 542+411.1 54.6+13.3 57.0+10.6 67.9+8.1 50.1+£1.7 68.547.1 58.5+6.7 582452  66.2+82 71.1+6.2

performs than other strategies. In overall, the model trained by the reconstruction
error-based approach shows the lowest performance. The sampling approach
using [2-distance on the latent feature space shows much better performance com-
pared with the reconstruction-error-based method. The probabilistic model-based
sampling achieved almost similar performance with [2-distance-based method.

However, as the contamination rate of training data increases, the gap between
the proposed method and the rest of the sampling methods widens. In particular,
when more than 10% of the data is contaminated, the performance of simple
Euclidean distance-based or error-based methods quickly degrades. In particular,
the performance deviation of methods based on probabilistic models fell more and
more rapidly.

This means that when we first simulated (see Fig. 1), if the data were con-
taminated at a high rate, there would be a high probability that the data would be
centred in the distribution of the data, or that the data would itself have a high
probability distribution. Experimental results prove that the proposed sampling
method is a method for finding contaminated samples that are robust to the degree
of data contamination.

6. Comparison with other methods

6.1. Results on MNIST, MNIST Fashion. and CIFAR-10 datasets

We consider the OC-SVM [19], isolation forest (IF) [62], and KDE [63] for
shallow unsupervised baselines. For deep unsupervised competitors, we consider
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Table 3: Performance comparison using AUC-ROC values on unsupervised anomaly
detection using ODDs. The bolded figures indicate the best performances.

Dataset Satellite Cardio Thyroid Satimage-2  Shuttle =~ Mammography
OC-SVM 95.1£0.2 98.5+0.3 983+09 99.440.8 99.44+0.9 71.4£9.7
IF 942+0.2 91.4+£1.1 952403 99.24+1.2 93.4+0.9 91.4+£3.6
KDE 66.7+£5.8 99.6+1.7 91.6+£2.3 99.5£0.2 87.2+7.4 67.2+12.5
DeepSVDD  79.844.1 84.843.6 72.0+9.7 983+14 98.7+0.2 97.4+0.5
SSAD 96.2+£0.3 98.8+0.3 979+1.9 99.94+0.1 98.9+0.4 92.6+£2.4
SS-DGM 95.7+£0.1 95.2+1.3 95.8+0.7 99.2+£0.2 97.5£0.4 96.4+2.3
AE 73.5£9.4 89.6+£6.7 954427 99.1+1.7 95.6+0.7 82.7+9.4

Deep SAD 91.5+1.1 95.0+£1.6 98.6+£0.9 99.9+0.1 99.3£0.1 93.0+0.5
Classification 87.242.1 83.249.6 97.842.6 99.9+£0.1 98.3+0.2 79.5+15.8
DAGMM 73.94+3.1 88.5+3.3 96.4+£0.7 99.7£0.2 99.0£0.2 75.9+7.9
LatentOut 92.440.5 99.0+£0.1 98.1+£0.3 99.8+£0.1 99.7£0.1 94.24+0.7

NCAE 97.3+0.2 99.2+0.2 98.5+£0.1 99.9+£0.1 99.9+0.1 98.7+0.2

Table 4: Performance comparison using AUC-PR values on unsupervised anomaly detec-
tion using ODDs. The bolded figures indicate the best performances.

Dataset Satellite Cardio Thyroid  Satimage-2  Shuttle =~ Mammography
OC-SVM 72.54+5.6  82.6£62 789+9.8 94.8+1.5 96.2+2.6 43.749.5
IF 64.8482 832475 61.6+11.6 89.5+32 87.2+6.8  28.6+15.7
KDE 48.2+17.8 86.2+43 654494  90.3+6.7 73.6+6.1 28.4+3.7
DeepSVDD 64.3+42 81.6£24 514+42 914+£12 92.6%1.2 52.6+1.2
SSAD 70.24+1.8  89.4+0.7 89.5£0.5 93.24+79 97.2+0.5 42.54+4.5
SS-DGM 69.5+£22.6 42.549.8 92.6+0.3  94.2+0.5 914423 48.2+1.8
AE 41.7£139 60.2+114 752+7.1 84.6+2.6 90.3+0.7 18.2+7.6

Deep SAD 83.3+£0.7 96.8+0.8 923404 962402 95.2+0.3 59.1+4.6
Classification  90.2+1.1  92.3£0.7 90.24+2.6  94.1+£0.5 96.2+0.2 60.3£1.1

DAGMM 68.4+2.1 623£8.6 87.5+2.7 95.0+04 959+1.3 12.5£7.0
LatentOut 854409 99.5+0.1 94.7+£02  96.1+£0.3  96.540.1 64.6+1.2
NCAE 90.4+0.5 993+02 95.1+0.6 96.4+0.2 98.2+0.4 64.24+0.7

general binary classifier (supervised), convolutional autoencoders (CAE), deep
support vector data description (Deep SVDD) [17], semi-supervised anomaly
detection (SSAD) [2], semi-supervised deep generative model (SS-DGM) [16],
Deep autoencoding gaussian mixture model (DAGMM) [6], LatentOut [64], and
deep semi-supervised anomaly detection (Deep SAD) [2]. We repeat this train-
ing set generation process ten times per AD set up over all the nine respective
anomaly classes and report the average results over the resulting 90 experiments
per contamination ratio.

Table 2 shows the quantitative performance comparison depending on the con-
tamination ratio p. In the comparison using the MNIST dataset, the proposed
NCAE achieves the best performances except when the dataset is not contaminated
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(p = 0.0). Even compared with semi-supervised approaches (SSAD and Deep
SVDD) [17, 2] which use explicit anomaly samples in the training phase, the
NCAE shows outstanding performances. This trend is also shown in the perfor-
mance comparison using the Fashion-MNIST and CIFAR-10 datasets also. The
NCAE produces the AUC of 94.5 and 88.9 for the Fashion-MNIST dataset with
1% and 20% contamination ratios, respectively. Also, it achieves the AUC of
79.3 and 71.1 for the CIFAR-10 dataset with 1% and 20% contamination ratios,
respectively. Those figures perform best among the listed methods when a dataset
is contaminated. Compared with other methods, which degrade their performance
significantly when the contamination ratio is increased, the NCAE AD perfor-
mances are relatively robust to the contamination ratios. Those figures are the best
performance among the listed methods when a dataset is contaminated.

The interpretation of the relatively low performance on the uncontaminated
dataset (p = 0.0) is as follows. Basically, our method is derived under the assump-
tion that a training dataset is contaminated. Therefore, even if the dataset is not
contaminated, the NCAE tries to find some anomaly samples and maximise the
reconstruction errors of the samples during the model training. The minimisa-
tion process is reformulated by the error minimisation between the contaminated
samples and generated normal samples (See Eq. 8). This process degrades the
performance of our methods as shown in the experimental results. This is a critical
defect of our method.

Overall, the comparison results demonstrate the advantage of the proposed
NCAE that can detect anomaly samples on data contamination without prior
knowledge or explicit abnormal samples in the training phase.

6.2. Results on ODDs

Table 3 shows the Area under the ROC curve (AUC-ROC) of various AD
methods on ODDs. Table 4 shows the Area under the precision-recall curve (AUC-
PR) of various AD methods on ODDs. The detailed information on OODs used for
our experiments is shown in Table 1. The experimental results on Table 3 and Table
4 demonstrate that the proposed NCAE is robust to data contamination. For all
categories, the NCAE produces the best performances. For the AUC-ROC, NCAE
achieves 97.3, 99.2, 98.5, and 99.9 for Satellite, Cario, Thyroid, and Satimage-2
datasets, respectively. Except for the result using the Thyroid dataset, those results
outperform the performances of other methods. For the AUC-PR, NCAE achieves
90.4, 99.3, 95.1, and 96.4 for Satellite, Cario, Thyroid, and Satimage-2 datasets,
respectively. For the results using Cardio and Mammography, LatentOut [64]
achieves better performances with small margins.
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For AUC-ROC results using the Satellite dataset, the method that recorded the
second-highest performance was SSAD. SSAD achieved an AUC of 96.2. This
result is 1.1 lower than the proposed NCAE, and the variation of performances is
also 0.1 higher than the NCAE. Among the experiments using the Cardio dataset,
the second highest method is also SSAD. SSAD records an AUC of 98.8 in trials
using Cardio. In the experiment using Thyroid, it is the only one that failed to
achieve the best performance of the NCAE. The NCAE produces an AUC of
98.5, which is the second-ranked performance. The Deep SAD achieves the best
performance on the Thyroid dataset. Deep SAD achieves an AUC of 98.6, which
is 0.1 higher than that of NCAE. However, the performance variation of the Deep
SAD is 0.9, which is much higher than the 0.1 of NCAE.

These results show that the NCAE’s AD performance is slightly lower than the
Deep SAD, but the NCAE’s performance is much more stable. For AUC-PR results
using the Satellite dataset, LatentOut [64] achieve partially better performances in
Cardio and Mannography datasets. LatentOut achieved a 99.5 and 64.6 of AUC-PR,
respectively. This result is 0.2 and 0.4 higher than the proposed NCAE. For the
variation, the NCAE achieves better variation. The NCAE usually shows smaller
variation, which can be interpreted as the performance of the NCAE fluctuating
less than other methods.

Overall, the experimental results of AUC-ROC and AUC-PR on ODDs show
that the proposed NCAE can provide more robust AD performance on data con-
tamination. The quantitative evaluation results prove that the proposed NCAE
model shows higher performance than the comparison targets in most of the data
on contamination level, and at the same time, the variation in performance is
not large, even in repeated experiments. In conclusion, the proposed NCAE can
be interpreted as having better AD performance for contaminated data than the
comparison methods.

7. Conclusion

In this work, we have proposed a Normality-Calibrated Autoencoder (NCAE)
that is a generative method for fully unsupervised anomaly detection on contami-
nated data. The proposed NCAE extracts latent features based on AE structure and
compiles latent feature distribution to a well-known distribution such as Gaussian
distribution. After that based on the decoder part and a discriminator, NCAE
applies adversarial learning to generate high-confidence normal samples. Based
on the generated high-confidence normal sample, the NCAE identifies contami-
nated data and applies it to the training model for minimising reconstruction error
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between the contaminated sample and randomly selected high-confidence normal
samples. The experimental results have suggested that the NCAE outperforms
existing methods for fully unsupervised anomaly detection by a large margin, and
they have also provided competitive performances compared with semi-supervised
methods using explicit abnormal samples to train their AD model.

However, there is a drawback that we should solve in our future work. Even
though the proposed NCAE achieves state-of-the-art AD performance in various
datasets with various contamination ratios. The performance of NCAE is affected
by the hyper-parameters 7 and o. Finding optimal values of hyper-parameters is a
common issue in machine learning and deep learning studies. Additionally, to train
the NCAE, we assume that a dataset is always contaminated. As we mentioned in
the performance comparison with other methods, since the NCAE always assumes
that some data samples have been contaminated, the experimental results using a
non-contaminated dataset are a bit lower than others. This issue will be addressed
in our future works.
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Abstract

Anomaly detection, or outlier detection, refers to identifying rare or abnormal
instances or patterns within a dataset that deviate significantly from the expected
or normal behaviour. Various methods have been proposed, but most assume that
their training datasets take full, complete integrity. However, the innocent integrity
of data is not easy to maintain in reality. Existing anomaly detection methods
generally see given data as a single class and learn features that can represent it well,
but this approach is very vulnerable to data contamination. This paper proposes a
Normality-Calibrated Autoencoder (NCAE), which can boost anomaly detection
performance on the contaminated datasets without any prior information or explicit
abnormal samples in the training phase. The NCAE adversarially generates highly
confident normal samples from a latent space with low entropy and leverages them
to predict abnormal samples in a training dataset. NCAE is trained to minimise
reconstruction errors in uncontaminated samples and maximise reconstruction
errors in contaminated samples. The experimental results demonstrate that our
method outperforms shallow, hybrid, and deep methods for unsupervised anomaly
detection and achieves comparable performance compared with semi-supervised
methods using labelled anomaly samples in the training phase.
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data contamination, data pollution

1. Introduction

Anomaly detection (AD) generally assumes that given data are a single class,
focusing on learning features that can represent it well. According to Kim ez al. [1],
this assumption is defined as the ‘Normality assumption’. The model learned in
this way compares the features extracted from the data input in the actual anomaly
detection step with the learned features to calculate an error or probability, and
then it compares the calculated result with a predetermined threshold to detect
anomalies in the data. Currently, most models assume complete integrity of the
data given to training the models; that is, all data consists of only a single class
(normal) and no noise (anomaly) associated with outliers in the data exists.

However, it is not easy to guarantee data integrity in practice. Datasets in the
real world are easily contaminated, which means that datasets contain both normal
and abnormal samples. In particular, as the number of data to be learned increases,
the probability of including errors also increases proportionally. The contaminated
samples significantly degrade AD models’ robustness, reliability, and accuracy and
increase the uncertainty of the detection results.

Various methods have been proposed [2, 3, 4, 5, 6, 7] to improve the robustness
of AD methods on contaminated datasets. In the beginning, filtering contami-
nated samples based on contamination ratio [6, 2, 8] and semi-supervised learning
approaches that use explicit abnormal samples in the training step [9, 10, 11, 2]
have been presented. However, the approaches above are domain or data-type-
specific, and their performance highly depends on hyper-parameter settings. For
example, the methods using contamination ratios or prepared information about
abnormal data work well if precious contamination ratios or abnormal samples
can be provided. However, it is a more reasonable and practical hypothesis that
the contamination ratio cannot be usually estimated. Also, for the semi-supervised
approaches [9, 10, 11, 2], we cannot guarantee that the prepared abnormal data will
cover all other unobserved data anomalies. Moreover, even if we successfully find
out the contamination ratio of a particular domain or we finally find some specific
abnormal data which can cover all other data anomalies for the domain, they can
only be applied to derive AD models in that particular domain, not others. Con-
sequently, developing more generalised solutions for AD robust to contaminated
datasets is still very challenging but important.

To address this issue, AD methods based on contamination sample prediction
using geometric distance measurements [12, 13, 14] have been proposed. These
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methods assume that contaminated data is always distributed far away from the data
distribution’s centre or in the highest entropy space. Then, the methods sorted the
contaminated data in ascending or descending order by distance from the centre of
the data distribution or by entropy, and they filtered out data that was contaminated
by a specific percentage [12, 13, 14]. However, as shown in Fig 1, if a training
dataset is highly contaminated (like the Satellite dataset, in which samples of
31.6% are contaminated or over 10% of data samples on a simulated dataset), the
contaminated samples can also form a low entropy space by themselves, even when
the contamination ratio is not high enough, abnormal samples can be positioned
some low-entropy space. As a result, the development of an AD method that does
not require prior information about data anomalies and does not take geometric
solid assumptions when finding contaminated samples is essential.

This paper presents a Normality-Calibrated Autoencoder (NCAE), which is
robust to the training dataset contamination. Our key idea for the NCAE is to
adversarially generate highly confident normal samples from a low entropy feature
space and then contrastively compare the generated samples with the input samples
to estimate the contamination score. We pay attention to the fact that if adversarial
learning inputs data biased to a specific class in optimizing the generator and
discriminator, the generator repeatedly generates only particular data instead of
generating various data.

Fig.2 shows the architectural difference between an autoencoder (AE) and
the proposed NCAE. The NCAE has a structure that combines an AE and a
discriminator for applying adversarial learning. Data is compressed into low-
dimensional latent features through the encoder, and the distribution of these latent
features is induced into a specific data distribution through adversarial learning (See
L 44, in Fig. 2(b)). This process reduces the uncertainty of the data distribution
and minimises the blind spot [15] on the latent feature space. Based on the decoder
part of the AE and the specific data distribution used for adversarial learning,
samples of the region with the highest probability (a.k.a. the lowest entropy)
are generated. The generated samples are used to distinguish normal samples
from contaminated samples. After identifying the contaminated samples, NCAE
calibrates the normality of an AD model by maximising the reconstruction error of
the found samples.

To demonstrate the effectiveness of the proposed NCAE as a robust method, we
conduct experiments of AD on contaminated datasets using various datasets having
diverse contamination ratios. In the performance comparison with the existing
state-of-the-art (SOTA) AD methods, the NCAE achieves better performance and
more robustness in data contamination. Particularly, compared to the methods
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Figure 1: Visualisation of entropy and distribution of latent features of the various datasets
considering different contamination ratios. The first row indicates the visualisation of
the ‘Cardio’, ‘Satellite’, and ‘Thyroid” datasets among the outlier detection datasets. The
ratios of the data contamination are 9.6%, 31.6%, and 2.5%, respectively. The second
row illustrates the visualisation results using a simulated dataset based on the MNIST
dataset, considering various contamination ratios. (a) 0% (No contamination), (b) 1%,
(c) 5%, (d) 10%, and (e) 20%. The samples on the ‘5’ class on the MNIST dataset
are used as normal (blue dots), and contaminated samples (red x-marks) are randomly
picked from the training samples of the remaining classes. The entropy of each sample is
computed by the probability estimated by the kernel density estimation (KDE). The 500
samples are randomly picked for visualisation. When a dataset is highly contaminated (i.e.,
contamination ratio over 10%), contaminated samples are also located in a low entropy
region.
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Figure 2: Comparison of an autoencoder (AE) and the proposed normality-calibrated
autoencoder (NCAE). (a) denotes the architectural details and mapping functionality of
the AE. (b) indicates the details and functionality of the NCAE. The AE reconstructs the
contaminated samples without any concerns (Red dotted lines). By applying adversarial
learning L,4y, NCAE removes uncertainty from the latent trait distribution by deriving it
from a well-known distribution. After that, the NCAE generate high-confidence normal
samples from the centre of the distribution (Red coloured distribution). In computing the
reconstruction error, compared with AE, which minimises the reconstruction error of the
contaminated samples without any concerns, the NCAE tries to minimise the reconstruction
error of contaminated samples with randomly generated high-confidence normal samples
(Blue coloured diamonds).

using prior information such as contamination ratio [16, 17] and prepared data
anomalies [2], which showed a large performance fluctuation due to errors in the
prior information, the proposed method shows robust AD performance against data
contamination without prior information.

The contributions of this paper are summarised as follows:

* Normality-calibrated autoencoder (NCAE). A new AD method is robust to
data contamination without any prior knowledge about the data contamina-
tion.



* Generative adversarial learning for identifying contaminated data and joint
learning scheme for the NCAE. We propose adversarial learning to generate
a high-confidence normal data sample and apply it to find contaminated
data during the model training. Moreover, we propose an algorithm that
efficiently optimises the proposed joint learning models for the NCAE.

* Comprehensive experimental results of AD on data contamination. We
provide various ablation studies and performance comparisons with existing
SOTA AD methods on data contamination.

The remainder of this paper is organised as follows. Section 2 introduces
various related works about AD methods considering data contamination. Section
3 describes the detailed information of the proposed NCAE and its training process.
Section 4 provides the experimental settings, and Section 5 presents comprehensive
ablation studies for the proposed hyper-parameters. With the best performance
hyper-parameters, Section 6 compares AD performance on contaminated data with
existing SOTA AD methods. This paper is concluded in Section 7.

2. Related works

Drawing on the research presented in the survey by Ruff ef al. [18], there are
several primary types of anomaly detection methodologies that hinge on the nor-
mality assumption. The first of these groups primarily uses one-class classification-
based strategies. These strategies work by creating a discerning decision boundary
that converts regular data into a succinct representation. This group includes pre-
dominant methods such as the One-Class SVM (OC-SVM) [19] and Support Vector
Data Description (SVDD) [20], both of which are shallow models. In contrast,
methods like OC-NN [21] and Deep SVDD [17] offer deep learning alternatives.
These strategies utilise deep neural networks, replacing the shallow models yet
maintaining the same goal functions as their OC-SVM and SVDD counterparts.
These techniques delineate a hyperplane and a minimum-volume hypersphere,
encapsulating the standard data within a latent space. The principle of AD using
those methods is simply considering data located outside of the hyperplane or
hypersphere as abnormals.

Conversely, there is another type of classification-based methods [22, 23, 24,
25] that experiments with the use of self-supervised learning, especially for image
data. These techniques evaluate normality based on the errors arising from proxy
tasks, such as rotation, flipping, or patch rearrangement in augmentation classifica-
tions. Furthermore, a novel approach has been introduced recently by Maziarka et
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al. [26], presenting a flow-based one-class classifier aiming to identify the smallest
volume bounding area. However, those approaches are only valid for domains
that generate anomalies by proxy tasks that are similar to actual anomalies. For
instance, up-down flipping can be thought of as an abnormal image, but left-right
flipping may be considered data augmentation [27].

Probabilistic model-based methodologies often employ shallow non-parametric
density estimators such as Kernel Density Estimation (KDE) [28, 29] and Gaussian
Mixture Models (GMM) [30, 6]. However, the above methods can not model
complicated data distribution. Recently, there is a growing trend in anomaly
detection research to adopt deep generative models like Variational Autoencoders
(VAE) [31], Generative Adversarial Networks (GAN) [32, 33], and Anomaly
Detection (AD) techniques based on Normalising Flows [34, 35, 36]. These
models aim to decipher the latent feature space data distribution. However, VAE
sometimes causes posterior collapse, in which the VAE decoder ignores the actual
data distribution and generates a sample from a Gaussian distribution. Also,
unstable training of GANSs is still troublesome.

In the realm of reconstruction-based methods [37, 38, 39], Autoencoders
(AE) [40, 41, 42] are predominantly used. Numerous adaptations of this method
have been introduced to improve its performance in anomaly detection. Further,
attempts have been made to merge the discriminating representation of AE with
shallow methods [43, 44, 45, 46]. Unfortunately, the autoencoder has a blind stop.
When an AE is trained, we expect that unseen samples output larger reconstruction
errors. However, there are several studies that AD still can reconstruct unseen
samples with small reconstruction errors [15, 47].

Despite extensive research in anomaly detection using normality modelling,
these techniques heavily depend on the availability of a pure training dataset free of
anomalous data, which is often difficult to obtain. This dependence often leads to
less-than-optimal performance and limits the methods’ application. The one-class
classification-based methods, although able to handle contaminated datasets by
adjusting a contamination ratio as a hyper-parameter, also depend largely on prior
knowledge of this ratio. However, in real-world scenarios, this ratio is typically
unknown.

To tackle the problem of learning normality from contaminated datasets, re-
searchers have presented methods using meta-information about the contami-
nated data such as pollution rate [6, 2, 8], or pre-defined abnormal samples
[9, 10, 11, 2, 48]. However, those methods are domain-specific, and their AD
performances are highly dependent on hyper-parameter settings such as pollution
ratio. More recently, researchers have proposed robust methods that aim to diminish
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the adverse effects of anomalous data in such datasets [49, 38, 50, 51, 39]. Most of
these studies have used pseudo-labelling techniques to improve the models’ robust-
ness. Different methods, including AE [49, 38, 50] or regression-based [51, 39]
approaches, have been used for pseudo-labelling.

Xia et al et al. [49] pioneered an approach where pseudo-labelling is con-
ducted using the reconstruction error obtained from an AE. Following this, the
AE is iteratively trained to minimize the reconstruction error of pseudo-normal
data, incorporating a regularization term that captures the separability of the error
distribution. Using a similar framework, Zhou et al. [38] and Beggel et al. [50]
implemented related techniques. Zhou et al. used a robust AE inspired by robust
Principal Component Analysis (PCA), while Begge et al. utilized an adversarial
AE [52].

While most of the previous research focused on AE and its variants, a few
recent methods proposed the use of regression models [51, 39], trained in an
iterative manner. Pang et al. [51] and Shim et al. [53] presented a two-class ordinal
regression model that uses neural networks, while Fan et al. [39] used a Gaussian
process regression model. In both approaches, an initial anomaly detection stage is
carried out by a separate, pre-existing anomaly detector. Following this, the model
is iteratively trained using pseudo-labeled data.

A significant limitation of the aforementioned methods is their dependency on
hyper-parameters that govern the selection and quantity of data treated as pseudo-
normal or pseudo-abnormal samples. However, finding optimal hyper-parameters
can be difficult as they tend to fluctuate depending on the dataset and unknown
contamination ratios. To tackle this problem, anomaly detection (AD) methods
utilizing contamination sample prediction through geometric distance metrics have
been introduced [12, 13, 14]. These techniques typically assume that contaminated
data points are located far from the centre of the data distribution or within regions
of high entropy. Subsequently, the methods rank the contaminated samples either in
ascending or descending order based on their distance from the distribution centre
or their entropy level, filtering out a specified percentage of contaminated data
[12, 13, 14]. However, as illustrated in Fig. 1, when a training dataset is heavily
contaminated (e.g., more than 10% of the samples), the contaminated samples
may also cluster in low-entropy regions. Therefore, it is crucial to develop an AD
method that does not rely on prior knowledge of data anomalies and avoids strong
geometric assumptions when identifying contaminated samples.

In this paper, we introduce a Normality-Calibrated Autoencoder (NCAE) de-
signed to be resilient to contamination within the training dataset. The central
concept of NCAE involves adversarially generating highly confident normal sam-
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Figure 3: Visualisation of the input image and the generated image based on the scatter
plot for each latent feature and sampled noise. ‘0’ class on MNIST and the ‘Coat’ class
on Fashion-MNIST are determined as normal classes, respectively. Each model is trained
with a contamination ratio of 20%. The images with the blue border show the samples on a
single training batch, and the images with the green border represent the generated images
by adversarial learning.

ples from a low entropy feature space and then using a contrastive comparison
between these generated samples and the input data to estimate the contamination
score. We focus on the observation that when adversarial learning processes data
biased toward a particular class during the optimization of the generator and dis-
criminator, the generator tends to repeatedly produce specific data rather than a
diverse set of samples [54].

3. Normality-Calibrated Autoencoder

3.1. Learning normality-calibrated autoencoder

For n number of input samples with D dimensions X = {z;}i—1.n, © € RP
and the corresponding latent features with d dimensions Z = {z;};—1.n, 2 € R4, let
define an autoencoder (AE) composed of an encoder f(x) : + — z and a decoder
g(x) : z — T, where T denotes the reconstruction result of . The general objective
of the AE is training f and g to minimise an error between input samples = and the
reconstruction results 7z, as follows:

minE,.,. ||z — Z||?>, 7 =go f(z), (D

)

where py denotes the entire input samples. By minimising Eq. 1, the AE compiles
a mapping function between a high dimensionality data = to a low dimensionality

9



feature z. Based on this process, the AE can learn much compressed and abstracted
information, which can represent various features of the given data. To detect data
anomalies, the AE uses the reconstruction error. If anomaly data is given, the learnt
abstracted information would not reconstruct the data well so the reconstruction
error would be higher than normal ones.

However, an AE is known to have an over-confidence issue [47], i.e., low
reconstruction error of unseen samples. This issue can be thought of as follows: if
the AE takes anomaly data as their input, the reconstruction error of the data would
not be high, or even similar to the error of normal data samples. As we mentioned
above, AD methods using the AE usually identify abnormal samples using the
reconstruction error. Therefore, if the AE takes anomaly samples as inputs, it
may not distinguish whether the samples are abnormal or not [47, 55, 56]. This
over-confidence issue would be deepened when a training dataset is contaminated.

One straightforward approach to prevent this issue is adding an extra term to
maximise reconstruction error for contaminated samples. This is simply done by
adding the negative reconstruction error for contaminated samples represented by

min(Bonnp oy 127 = 277 = Eaenp e [l — 2°1%), )
where z" and z°¢ indicate normal data and abnormal (or contaminated) data sam-
pled from each distribution i.e., py~ and pyc, respectively. " and z¢ denote the
reconstruction results corresponding to the normal and abnormal data, respectively.

Since the reconstruction error for contaminated samples Eynp « oenp . 18
negative, to minimise the entire loss, the error should be maximised. However, this
formulation is intractable when applied to optimising an AE directly because there
is no bound in maximising the error terms.

This problem can be avoided by replacing the error maximisation task with a
minimising task of the reconstruction error between the contaminated samples and
arbitrarily assigned normal samples. Based on this principle, we define normality-
calibrated reconstruction (NCR) loss as follows:

H}in(Eanpr | ’xn - 'fn| ’2 + Ew’anxNvchch | |'I‘C - ‘fn

)

%), 3)

We transform the maximisation term of Eq. 2 (the second term) to the minimi-
sation term by using the contaminated data and randomly picked normal data (z")
sampled from the p~. However, to optimise this loss function, we should find out
which samples are contaminated to optimise AE using Eq. 3 properly.

10



3.2. High-confidence normal samples generation using Generative Adversarial
Network

We find contaminated samples by using highly confident normal samples
generated from low entropy latent space. We apply the generative adversarial
network (GAN) [57] framework to do this. The high-confidence normal sample
generation via the GAN framework is carried out as follows.

Initially, we transform a distribution of all latent features z, which are encoded
from input samples x through the encoder f, to a more knowledgeable probabilistic
distribution such as Gaussian distribution. And then, we generate samples using
noise signals sampled from the centre of the knowledgeable distribution, i.e., the
lowest entropy space as you can see in Fig. 1, even though a training dataset is
highly contaminated (like over 10%), the dominant data distributed in the lowest
entropy space are normal data.

An adversarial loss for transforming a latent feature distribution into a more
knowledgeable probabilistic distribution is defined by the following:

mfin HIDE}X EMNN(HZJd) [log D, (w)] + Eonry [log (1 - Dl(f(x)))]a 4
where D; denotes the discriminator for latent features, and N (uz, I;) defines a
normal distribution with the mean of latent features iz € R? and a covariance
matrix defined by an identity matrix I; € R%*. 115 is initialised by the mean value
of latent features: puz = % > i, z. We would want each component of = to be
maximally informative such as each of them to be an independent random variable.
Therefore, the d x d identity matrix determines the covariance matrix.

Variational Autoencoder (VAE) [31] can be an alternative to adversarial learning
in deriving the latent feature distribution into a well-known distribution. However,
to apply the VAE, it is inevitable to change the network structure since extra
networks are needed to sample the means and variances of latent features. We
decided to use adversarial learning since it is more flexible when changing the
network structure.

Since f and D, are being updated, 11z would be shifted during the training step.
1z 1s updated at every training step as follows:

1 & 1<
uEt =pe —— D (e =), pp=—-) 4 5)
i=1 i=1

where ;2 and p%; denote the yiz on t + 1-th and ¢-th training step, respectively.

m is the batch size, z; is i-th latent features on the batch, and -y is a learning rate.
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Figure 4: The means and variances of the contaminated scores for 100 times repeated
experiments. The upper illustrates the averaged contamination score of contaminated and
normal samples on the MNIST dataset. The lower illustrates the averaged scores on the
Fashion-MNIST dataset. The black lines of each bar show a variation of the score.

To generate highly confident normal samples, we formulate the following
adversarial loss:
mgin Hba;X EJJNPX [lOg D (x)] + EU:)NN(MZ,JId) [10g(1 — D (g(d)))] ) (6)
where D, denotes the discriminator for samples, and N (uz, 01;) is a d-dimensional
normal distribution with the mean .z € R? and the covariance matrix o; € R%*,
[z 1s equivalent to the pz in Eq. 4. 01 is defined by multiplication of a scalar
value o € [0, 1] and the identity matrix /. o is a hyper-parameter to control the
compactness of random noise for generating samples using the decoder g. The
smaller o can give more chances to generate highly confident normal samples by
generating a feature close to the centre of the probability distribution.
We demonstrate the effectiveness of the proposed generative adversarial net-
work (GAN) for generating high-confidence normal samples, we have conducted
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toy experiments using MNIST and Fashion-MNIST datasets. We have trained the
proposed GAN the data of the ‘0’ class on the MNIST dataset and the ‘Coat’ class
on the Fasion-MNIST dataset as a normal class. The contamination ratio is set by
20%, meaning the 20% portion of training data comprises other classes. As shown
in Fig. 3, even though the training data is highly contaminated, the GAN trained
by our approach generates normal samples.

3.3. Contaminated sample mining and joint learning

To predict contaminated samples, we use the generated high-confident normal
samples as a dictionary. With the generation process for high confident normal
samples: ¢(w) = &, we construct a latent feature dictionary M = [Z;];=1.m,
% = f(#;) and M € R™* 4 where m is the batch size. By leveraging M and
given each training batch {z;};—1.,,, we define a pseudo contamination score ¢; of
each input sample z; as follow:

1« , ,
c,:E;f(xl)ij, e M, (7)
where T denotes the transpose of the vector. We apply /2-normalisation to improve
the robustness of the variation of the vector scale of the operation.

We predict the contaminated samples by sorting the score in descending order
and picking top-7% samples among the sorted results as the contaminated samples;
thus, the number of predicted contaminated samples is decided by 7m that is a
multiplication of 7 and the batch size m. The above process is represented as
follows:

X€ = {zihecpnifrmy, C = argsorte;, with 1 <i<m,
1

where C'is a set of the sorted indices of input batch samples in descending order of
the contamination score (Eq. 7), and X’C is a set of predicted contaminated samples.
[-] denotes the ceiling function. 7 affects on deciding the number of predicted
contaminated samples, so it directly affects the AD performance of our method.

To demonstrate the validation of the proposed contamination sample mining pro-
cess, we have conducted toy experiments. Using the MNIST and Fashion-MNIST
datasets, we randomly select one class as normal and otherwise all abnormal. We
set the batch size of 128 and the contamination ratio of 20%. After that, during
the NCAE training, we averaged the contamination score of normal samples and
contaminated samples. Fig. 4 illustrates the distribution of contaminated scores of
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normal samples and the contaminated samples for 100 iterative experiments. As
shown in Fig. 4, the score of contaminated samples is obviously distinguishable
from the normal samples. Even if we consider the variation of the score (rectangle
of each bar chart), the results can be interpreted that our score-based contaminated
sample mining process works well.

The objective function for joint learning of the entire components of our method
is as follows:

. 2 =/12
minmax o, [lz = g o f@)[]° + Eop |l — 7|

@

+ Bonuz 10 l0g Di(w)] + Eonpy [log (1 = Di(f(2)))]

~- 4 )
(b)

+ Eopy[10g Ds(2)] 4 Boron iz o1, [l0g (1 — Ds(g(w))],
©

where D; and D, define the discriminators for the latent features and samples,
respectively. Z’ is a prototype of the generated high-confident normal samples
g(w) = . Tt is defined by averaging the generated samples as follows: 7’ =
B ng(N(uz,011)) (2). pz and I; denote the averaged latent features and their covari-
ance matrix represented by an identity matrix. w indicates noise signals sampled
from the Gaussian distribution N (uz, ;). (a), (b), and (c) denote the NCR loss
and the two adversarial losses, respectively.

The encoder of the autoencoder is trained with (a) + (b), and the decoder of the
AE is trained with (a) + (c); they share the NCR loss term (a) under joint training.
To optimise the above objective efficiently, we propose an alternating algorithm,
which optimises model parameters of the encoder f and the decoder g for the
AE and the discriminator for the adversarial learning D alternatively, as shown
in Algorithm 1. Since the algorithm monotonically and iteratively decreases the
objective function, it is guaranteed to converge.

In the algorithm, o and 7 significantly affect the AD performance of the NCAE
model. o decides the range for generating the noise signal to create the high-
confidence normal samples. 7 is used to decide how many samples would be
considered contaminated samples. We will discuss the effectiveness of those
hyper-parameters on AD performance in Section 5.

The AD process of the NCAE is equivalent to other AD-based AD methods.
When a sample x is given, we produce reconstructed results g o f(x) and compute
the reconstruction error (See Eq. 1). After that, anomaly detection is done by
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comparing the error with a pre-defined threshold 3. The AD process is represented
as follows:
v {Abnormal |z —go f(z)|]* > 8, ©)

| Normal Otherwise.

The AD detection performance depends on the value of 5. When £ is too small, the
AD results will be more precise, but they will be too specific, and many anomalies
will be ignored. Hence, if the [ is too large, many anomalies will be detected,
but it contains many false positives. In other words, The bigger (3, the more
comprehensive abnormality will be detected. The smaller 3, the more precise
detection results (less false positives) will be provided. Considering this evaluation
property, we provide the evaluation metric by observing the performance trend
regarding the threshold value change instead of the AD performance at a single
point. More detailed information is provided in Section 5.

4. Experimental settings

Dataset: We use various anomaly detection datasets for our experiment. Primarily,
MNIST [58]!, Fashion-MNIST [59]?, and CIFAR-10 [60]® datasets are used for
the experiments. The MNIST dataset consists of a collection of 70,000 grayscale
images of handwritten digits. It is divided into a training set of 60,000 examples and
a test set of 10,000 examples. Each image has a resolution of 28 x28 pixels. The
Fashion-MNIST dataset is intended to be a more challenging version of the MNIST
dataset. Instead of handwritten digits, it consists of 70,000 grayscale images of 10
different fashion items, including t-shirts, trousers, dresses, shoes, and more. Like
MNIST, it is divided into a training set of 60,000 examples and a test set of 10,000
examples. The CIFAR-10 dataset of 60000 32x32 colour images in 10 classes, with
6000 images per class. There are 50000 training images and 10000 test images.
The dataset is divided into five training batches and one test batch, each with 10000
images [60]. The test batch contains exactly 1000 randomly selected images from
each class. The training batches contain the remaining images in random order,
but some training batches may contain more images from one class than another.
Between them, the training batches contain exactly 5000 images from each class.

Thttps://www.kaggle.com/datasets/hojjatk/mnist-dataset
Zhttps://www.kaggle.com/datasets/zalando-research/fashionmnist
3https://www.cs.toronto.edu/~kriz/cifar.html
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Algorithm 1 Repetitive generation-feedback algorithm for NCAE

Require: The training epoch 7', training step .5, the batch size m, the contaminated ratio
T, the learning rate ~y, and the variance controller ¢ for generating normal samples
Initialise ® puz : pz =157 | 2
for t = 1to T epochs do

for s = 1 to S training steps do
e Update the high confident normal sample generation components: {g, D}
° Sample {d}i}izl;m ~ N(,U,Z, O'Id) and {xi}izl;m ~ PX
e Update the decoder g and the discriminator D using following objective:

min max E,.p, [log Ds(z)] + Ew/NN(szdd)[log(l — Dg(g(w")].

9 Ds
e Generate high-confidence normal samples {£1, ..., & }: £ = g(d;).
e Predict contaminated samples
- Construct feature dictionary M = {Z1, ..., Z,,}, where 2; = f(Z;).

. . . 1 m ¢T
- Compute the contamination score c: ¢; = 5o > 200 f(wi) - ;
- Predict contamination samples X¢ as follows:

X°© = {®ihecn:frm)) wrt.,C =argsorte;, wrt,1<i<m.
i

e Update f, g and D;.
e update the f, g, and D; using {w; i—1.m» {2 biz1:m> AN, and XC
with the following objective:

minmax E,_y~||z — go f(2)|]* + Epoxc|lz — 7|
f)g Dl
+ EwNN(uZ,Id)[IOg Dl(w)] + EQCNPX [log (1 - Dl(f(x)))]
o Update piz: puz = piz — v2 30 (nz — f(x:))

end for
end for
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Table 1: Key properties of the Outlier Detection DataSets (ODDs).

Dataset Total # Dim # outliers (%)
Satimage-2 5,803 36 71 (1.2%)
Thyroid 3,772 6 93 (2.5%)
Cardio 1,831 21 176 (9.6%)
Satellite 6,435 36 2,036 (31.6%)
Shuttle 49,097 9 3,511 (7%)

Mammography 11,183 6 260 (2.32%)

Each image also has a resolution of 28 x28 pixels. In addition, we leverage
Outlier Detection DataSets* (ODDs). Table 1 shows the key properties of the
ODD:s. In particular, ODDs provide a chance to evaluate the AD performance with
various contamination ratios. The contamination ratios of the ODDs have ranged
from a minimum of 1.2% to a maximum of 31.6%.

Experiment protocol: We follow the unsupervised AD protocol described by
Ruff et al. [2] and Zhou ef al. [48]. We set one of the classes provided by a
dataset as normal and others as abnormal. First, we have decided on contamination
ratio p = nNTnA’ where ny and n, are the numbers of normal and abnormal
samples, respectively. After that, we pick normal samples from the chosen class
and contaminated samples from the remaining classes. In the test phase, the
samples of the normal class are labelled by 0, and other samples are labelled by
1. The maximum contamination ratio is set by 30%. This ratio has been decided
by considering the maximum ratio of outliers among the dataset we used for our
experiment (See Table 1). It may consider a higher contamination ratio such as
50% or 60%; however, when we consider the definition of ‘abnormal’ meaning a
pattern rarely observed data which does not follow a dominant data representation
[61], the 30%, the maximum contamination ratio of our experiment, is a reasonable
choice. For the performance analysis, the Area Under the Receiver Operating
Characteristic Curve (AUC) is used. In comparison with other methods, we refer
the experimental results presented in the Ruff ef al. [2]. The experimental results in
Table 2 and Table 3 contain the quantitative results of the NCAE and other methods
referred from Ruff er al. [2].

Implimentation: Our method can be thought of as one of deep neural network-

“http://odds.cs.stonybrook.edu/
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Figure 5: Ablation studies about unsupervised AD performance depending on ¢ and 7. (a)
and (b) represent the trends of AUC with respect to the setting of o and 7, respectively, on
the MNIST and Fashion-MNIST (fMNIST) datasets.

based AD methods; accordingly, the AD performance of deep learning-based
methods can be changed depending on the number of layers and the kernel size of
convolutional layers. To this principle, using a deeper layer can be considered a way
to boost performance, which is very unfair to other AD methods. The fairest way for
deep learning-based AD research is to employ a well-known and comprehensively
used network model. In this work, we employ a LeNet-based autoencoder, which
was employed for various deep learning-based AD studies [47, 17, 2, 18] on
MNIST and Fashion-MNIST datasets, where each convolutional module consists
of a convolutional layer followed by leaky ReLU activation functions with leakiness
of 0.1. On the outlier detection dataset (OODs) benchmark using Cardio, Satellite,
Satimage-2 and Thyroid, we employ standard MLP feed-forward AE structure
presented by Ruff et al. [2]. The MLP for the encoder and decoder is defined by a
3-layer neural network with 32-16-8 units. We use the Adam optimiser with the
recommended default hyper-parameters [16]. The batch size is set to 128. The
initial learning rate is 0.01 and decayed every ten epochs by multiplying it by
0.1. o and 7 are decided by 0.1 (based on the results from the ablation study),
respectively”.

>https://github.com/andre Yoo/NCAE_UAD
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5. Ablation study

This ablation study provides insights into how to set up the prior parameters
required for model training. In addition, we compare the effectiveness of our
contaminated sample mining approach based on the generation of high-confidence
normal samples with other commonly used filtering or sampling methods to find
contaminated data samples. In the ablation study, only the MNIST and Fashion-
MNIST data were used for experimental efficiency.

5.1. Hyper-parameter analysis

We analyse unsupervised AD performance depending on the setting of ¢ and
7. MNIST and Fashion-MNIST datasets are used for the ablation study. Ablation
studies are conducted based on the experimental protocol described in the previous
section. The contamination ratio p is fixed to 0.2.

Parameter analysis on 0: When o is too small, then the distribution of sample
noise for generating samples would be too compact so that the generated samples
cannot provide comprehensive information to cover the diverse patterns of normal
samples. On the other hand, when ¢ is too large, then there is a possibility that the
noise can be sampled from low entropy space (i.e., abnormal samples also can be
generated).

Figure 5(a) shows the AUC trends depending on the 0. The AUC increases
rapidly in the case of o is less than 0.1, and then decreases gradually. This can
be interpreted as follows. If the sampling space is too compact (i.e., when o is
too small), it means that the generated normal sample does not provide enough
information to distinguish the contaminated sample. When sampling space is too
broad (i.e., when o is too large), it also degrades performance, but the impacts of
the broader sampling space are relatively less than that of the smaller sampling
space (e.g., when o < 0.1). The best performance is obtained by ¢ of 0.1.

Parameter analysis on 7: 7 decides the number of predicted contaminated
samples per training batch. The lower 7 can provide a more precise prediction
performance but may not be enough to provide a more comprehensive prediction
performance. In contrast, when 7 is too large, the predicted results are possibly
more accurate but also may have a lot of false-positive results.

As shown in Figure 5(b), the AUC increases rapidly with 7 from O to 0.1
and then decreases slowly. The results can be interpreted as follows. Finding
contaminated samples themselves has a large impact on AD performance, but the
quantity of found samples affects AD performance. However, predicting too many
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Figure 6: Trends in AUC values for polluted data sampling methods and changes in
contamination degree. (a) shows the experimental results on the MNIST dataset. (b)
represents the results on the Fashion-MNIST dataset.

samples may degrade AD performance by taking a great number of false positives.
The best performance is obtained by 7 of 0.1.

5.2. Effectiveness of the contamination sample mining

The contaminated sample mining based on the generated sample can be consid-
ered a way of pseudo-labelling based on data sampling. There are several sampling
strategies to generate a pseudo-label for contaminated samples. Euclidean distance-
based sampling [12, 13, 14, 16, 17] is one of the popular approaches to assigning
the pseudo label for contaminated samples. Based on the Euclidean distance
between the distribution centre and each data point (e.g., [2-distance between
the latent feature distribution centre and each latent feature), it designates some
samples in order of distance as anomalies.

We have compared our contamination sample mining approach with various
contaminated data sampling methods. Since our method is based on AE, we
compare our method with reconstruction error-based sampling [49] and latent
feature’s [2-distance-based sampling method [17], and latent feature’s probability
distribution-based method [16, 47]. For a fair comparison, based on our ablation
study (about 7), we set 10% (0.1 of 7) of sample on each batch that would be
labelled by the contaminated samples.

Figure 6 shows the trend of AUCs depending on the contamination ratio.
The ablation study results show that our contaminated sample mining approach
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Table 2: Performance comparison on unsupervised anomaly detection in terms of various
contamination ratios p. The AUC value is used to evaluate the performance. MNIST,
Fashion-MNIST, and CIFAR-10 datasets are used for the comparison. The bolded figures
indicate the best performances.

Dataset p  OC-SVM IF KDE CAE Deep SVDD  SSAD SS-DGM  Deep SAD  Classification DAGMM  LatentOut ~ NCAE

.00 96.0+2.9 854487 95.0+33 929457 92.8+4.9  97.9+1.8 922456 96.7+2.4 94.5+4.6 91.7£6.2  96.5+£3.2 94.0+4.2
01 943439 852488 91.2+49 91.3+6.1 92.145.1 96.64+2.4 92.0+6.0 955433 91.5+5.9 90.4+52  93.9+4.8 97.2+2.8
MNIST 05 91.4+52 83.949.2 855+7.1 87.247.1 89.4+58 934434 91.0+£69 93.5+4.1 86.7+£7.4 88.54£9.2 86.4+7.2 95.0+4.9
.10 88.8+6.0 823495 821485 83.7484 86.5+6.8  90.7+4.4 89.7£75 91.244.9 83.6+8.2 842462  81.6+83 92.6+5.7
20 84.1+£7.6 78.7+10.5 77.4+109 78.6£10.3 815484 874456 874486 86.6+6.6 79.7£9.4 81.5£7.3 737493 89.8+t74

00 92.8+44.7 91.6+£55 92.0+49 90.245.8 89.246.2  94.0+4.4 71.4+12.7 90.5+6.5 76.8+£132  87.64£7.2 91.2+£62 91.5£8.3

01 91.74£50 91.5+£55 89.4+63 87.1+7.3 86.3+6.3  92.2+49 71.2+143 87.247.1 67.3£8.1 81.5£5.5 86.2+7.6 94.5+4.7
F-MNIST .05 90.7£5.5 909459 85249.1 81.6+9.6 80.6+7.1 88.3+6.2 71.9£14.3 81.5£8.5 59.8+4.6 74.1£9.3 842463 92.4+72
.10 89.5+6.1  90.2+6.3 81.8+£11.2 774+11.1 762473  85.6+£7.0 72.5%15.5 78.2+49.1 56.7+4.1 692452  67.3+£52 91.5+5.7

20 86.3£7.7 88447.6 77.4+13.6 725%+12.6 69.3+6.3  81.9+8.1 70.8+£16.0 74.849.4 53.9+29 65.2+11.4 61.3£12.7 88.9+9.2

.00 63.849.0 59.946.7 56.1£10.2 5624132  60.9+94  73.34+84 50.8+4.7 77.9+7.2 63.5+8.0 782+73 754452 732473
01 63.849.3 599467 56.3+104 56.2+13.1 60.5£9.4  72.848.1 S51.1+4.7  76.5+7.2 72.9+7.3 662472 742462 79.3+£3.9
CIFAR-10 .05 62.64£9.2 59.6+6.4 55.6+10.5 557+13.3 59.6498 71.5£8.2 50.1£29 74.0+6.9 62.2+8.2 69.3+6.4 71.0£6.8 78.2+3.2
10 629482 59.1+6.6 549+11.1 5544133 58.6+10.0 69.848.4 50.5£3.6 71.84+7.0 60.6+8.3 64.2+£102 69.249.7 76.7+5.4
20 61.9+48.1 583462 542+411.1 54.6+13.3 57.0+10.6 67.9+8.1 50.1+£1.7 68.547.1 58.5+6.7 582452  66.2+82 71.1+6.2

outperforms other strategies. Overall, the model trained by the reconstruction error-
based approach shows the lowest performance. The sampling approach using [2-
distance on the latent feature space shows much better performance compared with
the reconstruction-error-based method. The probabilistic model-based sampling
achieved almost similar performance with [2-distance-based method.

However, as the contamination rate of training data increases, the gap between
the proposed method and the rest of the sampling methods widens. In particular,
when more than 10% of the data is contaminated, the performance of simple
Euclidean distance-based or error-based methods quickly degrades. In particular,
the performance deviation of methods based on probabilistic models fell more and
more rapidly.

This means that when we first simulated (see Fig. 1) if the data were con-
taminated at a high rate, there would be a high probability that the data would
be centred in the distribution of the data or that the data would itself have a high
probability distribution. Experimental results prove that the proposed sampling
method is a method for finding contaminated samples that are robust to the degree
of data contamination.

6. Comparison with other methods

6.1. Results on MNIST, MNIST Fashion. and CIFAR-10 datasets

We consider the OC-SVM [19], isolation forest (IF) [62], and KDE [63] for
shallow unsupervised baselines. For deep unsupervised competitors, we consider
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Table 3: Performance comparison using AUC-ROC values on unsupervised anomaly
detection using ODDs. The bolded figures indicate the best performances.

Dataset Satellite Cardio Thyroid Satimage-2  Shuttle = Mammography
OC-SVM 95.1£0.2 98.5+0.3 983+09 99.440.8 99.44+0.9 71.4+9.7
IF 942+0.2 91.4+£1.1 952403 99.24+1.2 93.4+0.9 91.4+£3.6
KDE 66.7+£5.8 99.6+1.7 91.6+£2.3 99.5£0.2 87.2+7.4 67.2+12.5
DeepSVDD  79.844.1 84.843.6 72.0+9.7 983+14 98.7+0.2 97.4+0.5
SSAD 96.2+£0.3 98.8+0.3 97.9+1.9 99.9+0.1 98.9+0.4 92.6+£2.4
SS-DGM 95.7£0.1 952+1.3 95.8+0.7 99.240.2 97.5+0.4 96.4+2.3
AE 73.5£9.4 89.6+£6.7 954427 99.1+1.7 95.6+0.7 82.7+9.4

Deep SAD 91.5+1.1 95.0+£1.6 98.6+£0.9 99.9+0.1 99.3£0.1 93.0+0.5
Classification 87.242.1 83.249.6 97.842.6 99.9+0.1 98.3+0.2 79.5+£15.8
DAGMM 73.943.1 88.5+3.3 96.4+0.7 99.7£0.2 99.0+£0.2 75.9+7.9
LatentOut 92.440.5 99.0+£0.1 98.1+£0.3 99.8+£0.1 99.7£0.1 94.24+0.7

NCAE 97.3+0.2 99.2+0.2 98.5+£0.1 99.9+0.1 99.9+0.1 98.7+0.2

Table 4: Performance comparison using AUC-PR values on unsupervised anomaly detec-
tion using ODDs. The bolded figures indicate the best performances.

Dataset Satellite Cardio Thyroid ~ Satimage-2  Shuttle =~ Mammography
OC-SVM 725456  82.6£62 789+9.8  94.8+1.5 96.2+2.6 43.749.5
IF 64.8482 832475 61.6+11.6 89.5+32 87.2+6.8  28.6+15.7
KDE 48.2+17.8 86.2+43 654494  90.3+£6.7 73.6+6.1 28.4+3.7
DeepSVDD 64.3+42 81.6£24 514+42 914+£12 92.6%1.2 52.6+1.2
SSAD 70.2+1.8  89.4+0.7 89.5£0.5 93.2+£7.9 97.2+0.5 42.54+4.5
SS-DGM 69.5+£22.6 42.549.8 92.6+0.3  94.240.5 914423 48.2+1.8
AE 41.7£139 60.2+114 752+7.1 84.6+£2.6 90.3+0.7 18.247.6

Deep SAD 83.3+£0.7 96.8+0.8 923404  96.24+0.2 95.2+0.3 59.1+4.6
Classification  90.2+1.1  92.3+0.7 90.2+2.6  94.1+£0.5 96.2+0.2 60.3+1.1

DAGMM 68.4+2.1 623£8.6 87.5+2.7 95.0+£04 959+£1.3 12.5£7.0
LatentOut 854409 99.5+0.1 94702  96.1+£0.3 96.540.1 64.6+1.2
NCAE 90.4+£0.5 993+02 95.1+0.6 96.4+0.2 98.2+0.4 64.21+0.7

general binary classifier (supervised), convolutional autoencoders (CAE), deep
support vector data description (Deep SVDD) [17], semi-supervised anomaly
detection (SSAD) [2], semi-supervised deep generative model (SS-DGM) [16],
Deep autoencoding gaussian mixture model (DAGMM) [6], LatentOut [64], and
deep semi-supervised anomaly detection (Deep SAD) [2]. We repeat this train-
ing set generation process ten times per AD set up over all the nine respective
anomaly classes and report the average results over the resulting 90 experiments
per contamination ratio.

Table 2 shows the quantitative performance comparison depending on the con-
tamination ratio p. In the comparison using the MNIST dataset, the proposed
NCAE achieves the best performances except when the dataset is not contaminated
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(p = 0.0). Even compared with semi-supervised approaches (SSAD and Deep
SVDD) [17, 2], which use explicit anomaly samples in the training phase, the
NCAE shows outstanding performances. This trend is also shown in the perfor-
mance comparison using the Fashion-MNIST and CIFAR-10 datasets. The NCAE
produces the AUC of 94.5 and 88.9 for the Fashion-MNIST dataset with 1% and
20% contamination ratios, respectively. Also, it achieves the AUC of 79.3 and
71.1 for the CIFAR-10 dataset with 1% and 20% contamination ratios, respec-
tively. Those figures perform best among the listed methods when a dataset is
contaminated. Compared with other methods, which degrade their performance
significantly when the contamination ratio is increased, the NCAE AD perfor-
mances are relatively robust to the contamination ratios. Those figures are the best
performance among the listed methods when a dataset is contaminated.

The interpretation of the relatively low performance on the uncontaminated
dataset (p = 0.0) is as follows. Basically, our method is derived under the assump-
tion that a training dataset is contaminated. Therefore, even if the dataset is not
contaminated, the NCAE tries to find some anomaly samples and maximise the
reconstruction errors of the samples during the model training. The minimisa-
tion process is reformulated by the error minimisation between the contaminated
samples and generated normal samples (See Eq. 8). This process degrades the
performance of our methods, as shown in the experimental results. This is a critical
defect of our method.

Overall, the comparison results demonstrate the advantage of the proposed
NCAE that can detect anomaly samples on data contamination without prior
knowledge or explicit abnormal samples in the training phase.

6.2. Results on ODDs

Table 3 shows the Area under the ROC curve (AUC-ROC) of various AD
methods on ODDs. Table 4 shows the Area under the precision-recall curve (AUC-
PR) of various AD methods on ODDs. The detailed information on OODs used for
our experiments is shown in Table 1. The experimental results on Table 3 and Table
4 demonstrate that the proposed NCAE is robust to data contamination. For all
categories, the NCAE produces the best performances. For the AUC-ROC, NCAE
achieves 97.3, 99.2, 98.5, and 99.9 for Satellite, Cario, Thyroid, and Satimage-2
datasets, respectively. Except for the result using the Thyroid dataset, those results
outperform the performances of other methods. For the AUC-PR, NCAE achieves
90.4, 99.3, 95.1, and 96.4 for Satellite, Cario, Thyroid, and Satimage-2 datasets,
respectively. For the results using Cardio and Mammography, LatentOut [64]
achieves better performances with small margins.
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For AUC-ROC results using the Satellite dataset, the method that recorded the
second-highest performance was SSAD. SSAD achieved an AUC of 96.2. This
result is 1.1 lower than the proposed NCAE, and the variation of performances is
also 0.1 higher than the NCAE. Among the experiments using the Cardio dataset,
the second highest method is also SSAD. SSAD records an AUC of 98.8 in trials
using Cardio. In the experiment using Thyroid, it is the only one that failed to
achieve the best performance of the NCAE. The NCAE produces an AUC of
98.5, which is the second-ranked performance. The Deep SAD achieves the best
performance on the Thyroid dataset. Deep SAD achieves an AUC of 98.6, which
is 0.1 higher than that of NCAE. However, the performance variation of the Deep
SAD is 0.9, which is much higher than the 0.1 of NCAE.

These results show that the NCAE’s AD performance is slightly lower than the
Deep SAD, but the NCAE’s performance is much more stable. For AUC-PR results
using the Satellite dataset, LatentOut [64] achieve partially better performances in
Cardio and Mannography datasets. LatentOut achieved 99.5 and 64.6 of AUC-PR,
respectively. This result is 0.2 and 0.4 higher than the proposed NCAE. For the
variation, the NCAE achieves better variation. The NCAE usually shows smaller
variation, which can be interpreted as the performance of the NCAE fluctuating
less than other methods.

Overall, the experimental results of AUC-ROC and AUC-PR on ODDs show
that the proposed NCAE can provide more robust AD performance on data con-
tamination. The quantitative evaluation results prove that the proposed NCAE
model shows higher performance than the comparison targets in most of the data
on contamination level, and at the same time, the variation in performance is
not large, even in repeated experiments. In conclusion, the proposed NCAE can
be interpreted as having better AD performance for contaminated data than the
comparison methods.

7. Conclusion

In this work, we have proposed a Normality-Calibrated Autoencoder (NCAE)
that is a generative method for fully unsupervised anomaly detection on contami-
nated data. The proposed NCAE extracts latent features based on AE structure and
compiles latent feature distribution to a well-known distribution such as Gaussian
distribution. After that, based on the decoder part and a discriminator, NCAE
applies adversarial learning to generate high-confidence normal samples. Based on
the generated high-confidence normal sample, the NCAE identifies contaminated
data and applies it to the training model to minimise reconstruction error between
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the contaminated sample and randomly selected high-confidence normal samples.
The experimental results have suggested that the NCAE outperforms existing meth-
ods for fully unsupervised anomaly detection by a large margin, and they have also
provided competitive performances compared with semi-supervised methods using
explicit abnormal samples to train their AD model.

However, there are drawbacks that we should solve in our future work. Even
though the proposed NCAE achieves state-of-the-art AD performance in various
datasets with various contamination ratios. The performance of NCAE is affected
by the hyper-parameters 7 and o. Finding optimal values of hyper-parameters is a
common issue in machine learning and deep learning studies. Additionally, to train
the NCAE, we assume that a dataset is always contaminated. As we mentioned in
the performance comparison with other methods, since the NCAE always assumes
that some data samples have been contaminated, the experimental results using a
non-contaminated dataset are a bit lower than others. This issue will be addressed
in our future works.
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